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WHCTPYKLMS
moJib30BaTeJist ﬂH(l)OpMaIIHOHHbIX CHUCTEM NNEPCOHAJIBHBIX JAHHBIX
MAJIOY JICNel1

1. TepmuHbI U onpeaeieHUs

ABTOMAaTH3UpPOBaHHOE paboyee MECTO — MPOrPaMMHO-TEXHUYECKHHA KOMIUIEKC,
NpeHa3HauYEHHbIH ISl aBTOMATU3ALUH eI TEIbHOCTH ONPEIETICHHOTO BUIA.

AHTHBHpYCHAs 3alllMTa — 3allUTa UHHOPMAIIMK U KOMIOHEHTOB MH(POPMAIIMOHHON
CHUCTEMBI OT BPEJIOHOCHBIX KOMIIBIOTEPHBIX MPOTpaMM (BHUPYCOB) (OOHApYKEHHUE BPEIOHOCHBIX
KOMIIBIOTEPHBIX IPOrpaMM (BUPYCOB), OJIOKMpPOBaHUE, U30JIMPOBAHUE «3aPAKEHHBIX» 00BEKTOB,
yJlaJeHue BPEJOHOCHBIX KOMITBIOTEPHBIX MPOrpamMM (BUPYCOB) U3 «3apaK€HHBIX» OOBEKTOB).

HNudopmanmonHas cucreMa NepCOHANbHBIX TaHHBIX — COBOKYITHOCTB COJEPKALIUXCS
B 0a3ax JaHHBIX NIEPCOHAJBHBIX JaHHBIX U 00€CNEYMBAIOLINX UX 00pabOTKy MH(OPMAIIMOHHBIX
TEXHOJIOTUI U TEXHUUYECKUX CPEJICTB.

OOpaboTka TEpCOHANBHBIX JaHHBIX — JI000e JeiicTBue (omepamusi) WIH
COBOKYITHOCTb JCHCTBUH (OIepalnii), COBepIIaeMbIX C UCIOJIb30BAaHUEM CPEJICTB aBTOMATHU3AIUU
wii 0e3 UCIOJIb30BaHMUs TaKMX CPEJICTB C MEPCOHAILHBIMU JAHHBIMHU, BKIIIOYast cOOp, 3amuch,
CHUCTEMaTH3alliI0, HAKOIJICHUE, XpaHEHUE, YTOUHEeHUe (OOHOBIIEHUE, U3MEHEHHE), U3BJICUCHHE,
WCIIOJIb30BaHue, Mepenady (pacrnpocTpaHeHHe, IPEeAOCTaBICHHUE, JOCTYM), 00€3TMYMBaHUE,
OJIOKMpOBaHNUE, YAaJCHUE, YHUUTOXKCHHUE MTEPCOHATBHBIX JaHHBIX.

KondunennuansHocts MHGOpMauun — 00s3aTeIbHOE IS BBIMOJHEHUS JIUIIOM,
MOJYYMBIIUM JIOCTYIl K OIpeleleHHoW uHpopMaiuy, TpeOoBaHHE HE IepenaBaTh TaKYIO
“H(pOpMAIIHUIO TPETHUM JIUIIaM 0e3 coriacus ee o0anaTers.

[lepconanbHbIe TaHHBIE — TF00ast ”HPOPMAIIKS, OTHOCSIIIASCS K MPSIMO MITH KOCBEHHO
OTIpeIeJICHHOMY WJIN OlpeensieMoMy prusmueckoMy Jniy (CyObeKTy NepCOHAIbHBIX JaHHBIX).

ITonp3oBarens MHPOPMALMOHHOW CHCTEMBI MEPCOHANBHBIX aHHBIX — PaOOTHHK,
OCYLIECTBISAIOUMA  00pabOTKY MEpPCOHAIBHBIX JaHHBIX B HHGOPMAIlMOHHON cucTeme
NEPCOHATIBHBIX JaHHBIX.

CpencTBo aHTHBHPYCHOH 3aIIUTHI — IPOTPAMMHOE CPEACTBO, pean3yromiee pyHKIUU
OOHApy>KCHHS KOMITBIOTEPHBIX NpOrpaMM JHOO HMHOH KOMITBIOTEPHOW HH(OpMAIH,
NpeJHa3HAuYCHHBIX I HECAHKIIMOHUPOBAHHOI'O YHUYTOXKEHUS, OJIOKMPOBaHMS, MOIU(DUKAIIH,
KOIIMPOBAHUS KOMIIbIOTEPHOI HH(OpMALMK WIN HEUTpaIU3aluy CPEACTB 3alIUThl HHPOpMAaLUY,
a TaK)Ke pearnpoBaHus Ha OOHApyXEHUE 3TUX [IPOrpaMM U HHPOPMALIUU.

CpenctBo 3amuTel MHQOpPMAIMM — MpOrpaMMHOE obOecreueHue, MNporpaMMHO-
anmapaTHoe — oOecrieyeHHe, ammapaTHoe  oOecriedyeHue, BEIIECTBO WM  MaTepuall,
IpeJHa3HauYE€HHOE WU MCIIOIb3yeMOe JUIs 3alUThl HHPOpPMALIUH.
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2.  O0mme MoJI0KeHUS

Hacrosmas WucTpykuus nmonp3oBaTenss HHPOPMAIMOHHBIX CUCTEM IEPCOHAIBHBIX
nauHeix MAJIOY JICNell (manmee — WHceTpykums) ompezaenseT oOOS3aHHOCTH, IpaBa U
OTBETCTBEHHOCTh PAOOTHUKOB MHpH paboTe B HMH(POPMAIIMOHHBIX CHCTEMax IMEpPCOHAIbHBIX
naHHbIX (nanee — UCI1/H).

TpeOGoBanust Hacrtosmed WMHCTpykumMu SBISIOTCA 00s3aTeNbHBIMU L BCEX
PabOTHUKOB, OCYIIECTBIISIONIMX 00pa0OTKy W 3alTUTy MEPCOHAIBHBIX MaHHBIX (manee — [1JIH) B
UCTIIn — monp3oBateneit UCII/In (nanee — [lonb3oBaTenn).

K 3amumiaemoit undopmanuu, obOpabareiBaemoit B HCIIAn MAJIOY

JICNell (mamee
— Yupexnenue), orHocsatces [1/1H, cmyxkeOHast (TexHomornueckas) “HGpopManus CUCTEMBI 3aIUThI
¥ Ipyras H"HPOpMaNus OrpaHUICHHOTO JOCTYIIA.

Bce momb3oBatenu UCII/IH  VYupexxnaeHuss JOKHBI OBITh  O3HAKOMIJIEHBI C
TpeOOoBaHUAMU HacTosALIeH NHCTPYKIMHU 1O/ TOATHUCE.

Hactosmas WHcTpykuus sBisieTcsl AONOJHEHUEM K JEWCTBYIOIIMM JIOKAJIbHBIM
HOPMAaTUBHBIM aKkTaM (BHYTPEHHHM JOKYMEHTaM) IO BOmpocaMm oOecreueHHs] 0e30MacHOCTH
CBE/ICHUH KOH(UACHIMAIBHOTO XapaKkTepa, B ToM uncie u [1/1H, u He uckimoyaeT 00s3aTeIbHOTO
BBITIOJTHEHUS X TPEOOBaHUIA.

3. Jomyck nmojb3oBaTteieil K MHGPOPMAIHOHHBIM CHCTEMAM MEPCOHAJBHBIX JAHHBIX

Homnyck nonws3oBareneii k padote ¢ [1/[n B UCII/H ocymiecTBasieTcss B COOTBETCTBUH
¢ «llepeunem pomxHOcTe pabotHukoB MAJIOY JIC1ll, nonymeHHBIX K 00paboTke
MEPCOHAIBHBIX JTAHHBIX).

K camocrosiTenbHOl paboTe Ha aBTOMATH3WPOBAHHBIX pabOUYMX MecTax (fanee —
APM), Bxogsumx B coctaB WCII/IH, momyckaroTcs juia, U3y4uBIIMe TpeOOBaHUS HACTOSIIECH
WNHuCcTpyKLIMK U TOKaIbHBIX HOPMATUBHBIX aKTOB IO 3aliuTe MHGOpPMAIlMU, OCBOUBIIKE MpaBUiIa
skcrryatanud APM U TeXHHUYECKHUX CPEJCTB 3aIIUTHI.

Jlonmyck npoM3BOAMTCS IIOCJIE IPOBEPKH 3HaHUA Hacrosawmed HMHeTpykuun u
MPAKTUYECKUX HABBIKOB B paboTe.

4, OO0A3aHHOCTH IMOJIL30BATEIA

Kaxnpiii  Ilonp3oBaTens uMEHOIMKA  AOCTYNl K  anmapaTHbIM — CPEICTBaM,
nporpaMMHOMy oOecrieueHnto U aaHHbiM WCII/IH, HeceT mepCcoHANbHYI OTBETCTBEHHOCTH 3a
CBOM JICHCTBUS U 00sI3aH:

Ctporo coOmoaTh YCTAHOBJIEHHBIE TMpaBWia oOecredeHuss Oe30MacHOCTH
rH(popManuu mpu paboTe ¢ MPOrpaMMHBIMU U TeXHUYecKuMu cpeactBamu UCTIJIH.
3HATh M CTPOTO BHITIOJHATH NMPaBUiia pabOTHI CO CPEACTBAMU 3AIIUTH HHPOPMAIIHH,
yctaHoBieHHbiMUA B UCIT/IH.
BrImostHSITE TpeOOBaHUS 10 AHTUBUPYCHOM 3alTUTE B YACTH, KACAIOIICHCS ISHCTBUMA
[Tonw3oBarenei.
HememyieHHO cTaBUTh B  UW3BECTHOCTh OTBETCTBEHHOTO 3a  OOECIICUCHHE
6e3omacuoctu [1/1a B UCIT/In unu anmunuctparopa UCIH:
—  IpH NOAO03PEHUU KOMIIPOMETALMH JTUYHOTO MapOJIs;
—  HECaHKIIMOHMPOBAHHBIX (IMPOU3BEICHHBIX C HAPYIIICHUEM YCTAHOBIICHHOTO MOPSIIKA)

M3MEHEHUI B KOHQUrypaluu NporpaMMHBIX WK annapaTHbix cpeacts MCITIH;

— OTKJIOHCHMH B HOPMaJIbHOW pPabOTe CHUCTEMHBIX M TPHUKIAAHBIX MPOTPAMMHBIX

CPEICTB, 3aTpyaHstomuX kcruryararuo UCITIH;
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—  HEKOPPEKTHOTO ()YHKIIMOHUPOBAHUS YCTAHOBJICHHBIX CPEJICTB 3aIUTHI;

— 0oOHapy’KeHHUsl HEMPEyCMOTPEHHBIX OTBOJOB Ka0esel U MOAKIIOUEHHbBIX YCTPONUCTB;

— oOHapyxeHusi (aKTOB, MOMNBITOK HECAHKIIMOHUPOBAHHOTO JOCTyNa U CIIy4aeB
HapyIIeHUs YCTaHOBJIECHHOTO Topsika oopadboTku [1]1H.

DKpaH BUJEOMOHUTOpA B MIOMELIEHUH pacrojiaraTb BO BpeMsl pabOThI TaK, YTOObI
UCKJII0Yaaach BO3MOXKHOCTh O3HAKOMJIGHHSI C OToOpakaeMoil Ha HHX HH(popMmaiuei
MIOCTOPOHHUMH JIMLIAMHU.

[Tonw3oBarensim UCII[IH 3anpemaercs:

— oTkmoYaTh (OJIOKMpPOBATH) CpPENCTBA 3allUThl MH(POPMAIMH, IMPETYCMOTPEHHBIE
OpraHU3aIMOHHO-pACTIOPSANTENbHBIMU JJoKyMeHTamMu Ha VCIT/IH;

— IpPOU3BOJUTH KAKHE-THNOO HM3MEHEHHs B JJIEKTPHUUECKUX CXEMaX, MOHTaXEe U
pa3MeIeHu TEXHUYECKUX CPEJICTB;

— CaMOCTOSTEIbHO  YCTaHABIMBATh,  TUPAXKUPOBATh, WIM  MOJUGUIUPOBATH
MIPOrpaMMHOE oOecnieueHue, U3MEHSATH YCTaHOBJIEHHBIN aJITOPUTM
(YHKIIMOHUPOBAHUS TEXHUUYECKUX U IPOTrPAMMHBIX CPEJICTB;

— oOpaGateiBate B WCII[IH wuHbOpMamuio W BBIIONHATH Jpyrue padoOThl, HE
Ipe1ycMOoTpeHHble nnepedreM rnpas [lonap3zoBatens no noctyny k MCIT/IH;

— cooOmaThk (WiIM mepeAaBaTh) MOCTOPOHHUM JIMIIAM JIMYHBIE aTpUOYTHl M HApOJIH
noctyna k pecypcam UCIIn;

— paborats B UCII/IH npu oOHapyKeHUH KaKUX-THO0 HEUCIIPaBHOCTEN;

—  OCTaBJIATH BKIIIOYEHHBIM 0e3 mpucMorpa APM, He akTUBU3UPOBAB CPEJCTBA 3ALUTHI
OT HECAaHKLIMOHUPOBAHHOI'O 10CTYIIA;

— YMBIIUIEHHO UCIOJb30BaTh HEJIOKYMEHTHUPOBAaHHbIE CBOMcTBA M OWMOKH B
MIPOrpaMMHOM OOECTIE€UEHUN WU B HACTPOMKAX CPEICTB 3allIUThl, KOTOPbIE MOTYT
MIPHUBECTH K 03HAKOMJICHHIO C 3aIMIIAeMOi HHPOPMAaNKei TOCTOPOHHUX JIHII,

— TpPOM3BOAUTH NEPEMELIEHUS TEeXHUYeckuXx cpelacts APM 06e3 cormacoBaHus ¢
OTBETCTBEHHBIM 3a oOecnieuenue 6e3omacHoctu [1/1a B UCIT/IH;

—  BCKpBIBaTh KOpIyca TEXHUYECKUX cpeacTB APM u BHOCUTH U3MEHEHHUS B CXEMY U
KOHCTPYKIIMIO YCTPOUCTB.

5. Opraﬂu?.auuﬂ paﬁoTbI CO CbeMHBIMM MAIIMHHBIMHA HOCUTC/JISAMHU mu[)opMaunn

Opranu3zanus paboThl CO CheMHBIMH MAIIMHHBIMU HOCUTEISIMU UHpOpMaIuu (janee
— CMHMU), conmepxamme IIJlH u wHyro uHpOpManuo KOHPHUIACHIIMATIHLHOTO XapakTepa,
ocymiecTBisieTcss B cooTBeTcTBUM ¢ «[lopsnkom oOpamieHuss CO ChEMHBIMH MalTUHHBIMHU
HocutensimMu nHGopmanuu B MAJIOY JIC Nelly.

Berpoennble B mopTaTHBHBIE WIM B CTAllMOHApHBbIE TEXHUYECKHE CpelCTBa
MallMHHbIE HocuTenu uH(opmanuu (kecTkue pAucku) He otHocarcs k CMHU. Ilpu
WCIIONB30BaHUM B COCTaBe OAHOTO TexHuuyeckoro cpeactBa MCIIJIH ogHOroO WM HECKOJIBKHUX
BCTPOCHHBIX MAIIMHHBIX HOCHUTEIEeH HH(OpMAIK, KOHCTPYKTUBHO OOBEIWHEHHBIX B €IUHBINA
pecypc sl XpaHeHHus WH(OPMAaIIUY, TOMYCKAaeTCsa Y4eT TEXHUUYECKOr0 CPEeICTBA M BCTPOCHHBIX
MalIMHHBIX HOCUTENeW HMH(OpMalMM KaK OJHO TEXHUYECKOE CPEICTBO. YUeT TEeXHUYECKUX
cpeacts UCII/In Benetcs B Texauueckom nmacropte UCTI/IH.

[Tonb3oBarenu 00s3aHbI 3HATH U COOTIOAATH YCTAHOBICHHBIE TPEOOBAHUS 110 YUETY U
xpanenuto CMHU.
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CMHMU nomxkHBI OBITH 3apETUCTPUPOBAHBI B «KypHalle ydeTa CheMHBIX MAIIHHHBIX
HocHTeNneH HHPOPMALTUN.

CMHMU 3akperuisiercs 3a ONPEICICHHBIM JIMIIOM, HECYHIMM OTBETCTBEHHOCTb 3a
COXPaHHOCTh U MecTOHaxoxaeHue nannoro CMHU.

[Ipn HeoOxomumoctu nepeaaun nHpopmanuu Ha CMHU, nuio oTBeTcTBEeHHOE 3a
XpaHEHUE YBEIOMIIIET OTBETCTBEHHOTO 3a obecnedenue Oe3omacHoctu [1[Im B UCII[IH o
HeoOxonuMocTu mepenaun uHpopmanuu ¢ nomomsio CMHU, nocrasiser CMHU mo mecty
Ha3HauYeHUs, epeaaeT HHPOPMAIIMIO C HETO U BO3BpAIIIAET €r0 Ha MECTO XPaHECHHUS.

Xpanenne CMHU ocy1iecTBIsIETCS B 3aIIUIIIEHHBIX cei(ax WM KeJIe3HbIX mKadax,
3alUPAEMBIX Ha KIIIOY;

[lonb3oBaTensiM 3anpenaercs:

—  3amuchIBaTh U XpaHuTh [1/IH 1 uHY0 MHPOpMAIHIO KOH(DHUIECHIIMATBHOTO XapaKTepa
Ha HeyuyTeHHbIx CMHU;

— ocraBimate CMHU 6e3 mpucMotpa, nepenaBaTh WX APYrHM JIMLAM U BBIHOCHUTH 32
Mpeaesbl KOHTPOJIUPYEMOU 30HBI, 32 UCKIIIOYEHUEM CITy4aeB, B KOTOPBIX pa3pelieHa
nepegaya CMHU;

— xpaautb CMHU BOMM3M CHIBHBIX MCTOYHHMKOB DJIEKTPOMATrHUTHBIX H3ITYYCHHH U
MPSIMBIX COJTHEYHBIX JIy4eid;

— xpanuth Ha yureHHBIXx CMHMU mporpaMMbl U gaHHBIE, HE OTHOCALIMECS K paboueit
uHpOpMaLUH.

6. Opranusanus NapoJbHOH 3aIUTHI

Opranuzanys napojabHON 3alUThl MPOU3BOAUTCSA B COOTBETCTBUU ¢ «HCTpyKIMei

1o nmaposbHoi 3ammre nHpopmarmu B MAJIOY JIC Nell
Jluna, UCTIONB3YIONIUE TTAPOIIH, 00S3aHBI:

—  XpaHHWTb B TaliHE CBOM IIapOJIb

— YeTKO 3HaTh U CTPOTO BHIMOJHATH TpeOOBaHMs Hactosmend MHCTpykuuu u npyrux
PYKOBOJSIIIUX JOKYMEHTOB;

— CBOEBPEMEHHO COOOIIaTh OTBETCTBEHHOMY 3a obecrieuenue Oe3zomnacHoctu [1/lH B
NCIIIH 0060 Bcex HEITATHBIX CUTYAIMIX, HAPYIICHUSIX paOOThl CUCTEM 3aIUTHI OT
HECAaHKIIMOHUPOBAHHOTO JTOCTYIIA, BOZHUKAIOIINX MPU pabOTe C MapOISIMH.

Bo Bpems BBOja maposieli He0OXOqUMO UCKIIOYUTh BO3MOXKHOCTH €T0 MPOCMOTpa
MMOCTOPOHHUMU JIMIIaMU (4€T0BEK 3a CIMHOMN, HAOII0JeHUE YeI0BEKOM 3a IBUKEHHEM MajbleB B
MPSIMON BUAMMOCTH WJIM OTPAaXXEHHOM CBETE) MM TEXHUUYECKUMHU CpPeACTBaMH (BUAECOKAMEPHI,
¢doroanmapatsl u z1p.)

st mpenoTBpalieHus: A0CTyna K IEPCOHABHBIM JaHHBIM, MOJIb30BaTEIb BO BpeMs
nepepeiBa B pabore 00s3aH OCYIIECTBUTH OJIOKMUPOBAHHWE CHUCTEMbI HA)KAaTHEM KOMOWHAIIUU
Ctrl+Alt+Delete u kHomku «bIOKHPOBAaTh» WK HaxkaTHeM KomOuHaruu Win+L.,

brnokupoBanue ceanca noctyna noas3oBatens B UCIIIH ocymectBusercs nocue 15
MUHYT €T0 0e3/1eicTBHs (HEaKTUBHOCTH).

B cniydae yrepu maposi paOOTHHK CTaBUT B U3BECTHOCTh CBOETO HEMOCPEACTBEHHOTO
PYKOBOAMTENS U OTBETCTBEHHOTO 3a obecneuenue 6e3omnacuoctu [1/In B UCIIAn ana npuHsaTus
MOCIEYIOIINUX PEIICHUMN.

B cnyyae komnpomeTanyu naposs (IpocMOTp MOCTOPOHHUMH, pas3TilallleHue maposs
U JIp.) HE0OXOIMMO U3MEHUTH Mmapoib BxoAa B ICTI/IH 1 M3BeCTUTH CBOETO HETIOCPEICTBEHHOTO
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PYKOBOAMTEISI U OTBETCTBEHHOTO 3a oOecrneuenue 6e3omacuoctr [1/{n B UCTI/{H nist mpuHSTHS
MOCJIEIYIOUIUX PEIICHU.

7. TlpaBuja pa6oThl B ceTsIX 001Ero JocTyna u (UJjin) MesKIyHAPOIHOT0 00MeHa

PaGora B cetsax obmiero goctymna u Ha 3nmeMenTax MCIIJIH, momkHA OCYIIECTBISITHCS
HCKIIIOYUTCIIBHO B CHy)Ke6HBIX OeiIAax.

Ipu pabote B ceTsix 00OIIEro T0CTYyIa 3aMpenaeTcs:

—  OCYIIECTBIJISATH PabOTy MPHU OTKIIOYEHHBIX CPECTBAX 3AIIUTHL;

— ImepedaBaTh IO CETAM OOMmEro JocTyma 3amuijaemyro wuHGopmammio 0e3
WCIIOJIB30BAHUS CPEACTB MN(POBAHUS;

—  3ampemiaeTcs CKauMBaTh M3 ceTH MHTepHeT mporpaMMHoe oOecriedeHue M ApYyrue
(aiiipl, €CIIi 3TO HE ONPEEIICHO JOJDKHOCTHBIME 00sI3aHHOCTSIMH,

- 3arpeuIacTCd MOCCUICHUEC U UCITOJIB30BAHUEC CCTU I/IHTepHeT B JIMYHBIX ILICIAX.

8. Ilopsinok ycTaHOBKH OOHOBJIEHUI MPOrpaMMHOIo odecrnevyeHust

VYcTaHOBKE  KPYMHBIX  OOHOBJIEHHMH  MPOrpaMMHOIO  OOECleYeHus  JO0DKHO
IpeALeCTBOBATh TECTUPOBAHNE HHPOPMALIMOHHONW HH(PACTPYKTYPHI HA OTCYTCTBHE HEIaTUBHBIX
BO3JICHCTBUI OT yCTaHABIMBAEMbIX OOHOBJICHUH.

B ciiyuae oOHapyXeHUSI HETaTUBHOTO BO3/ICHCTBUSI YCTAHABIMBAEMOTO OOHOBIICHUS
Ha IUTaTHOe (YHKIMOHHMPOBAaHME HH(POPMALMOHHOM HH(PaACTPyKTyphl, JaHHOE OOHOBIECHHE
YCTaHABJIMBATHCS HE JIOJHKHO MO corylacoBaHuto ¢ aamuuuctparopom UCITIH.

YcTaHOBKE HOBBIX BEPCHUN MPOTrpaMMHOIO OOECeUeHHUsl UM BHECEHUIO CEPhE3HBIX
W3MEHEHUA ¥  JOMOJHEHUW B  JEHUCTBYIOIIEE NPOrpaMMHOE OOECreYeHHe JOJKHO
MIPEIIECTBOBATh TECTUPOBAHNE HH(OPMALIMOHHON HHPPACTPYKTYPHI HA OTCYTCTBHE HETaTUBHBIX
BO3/ICUCTBUI yKa3aHHOI'O IPOrPaAMMHOT0 00eCIeUeHHS.

VYcTaHOBKa TNPOTECTUPOBAHHBIX OOHOBJIEHHWH, HOBBIX BEPCHH MPOrpaMMHOTO
oOecrieyeHUss WIM BHECEHHWE W3MEHEHUH M JOINOJHEHUH B JEHCTBYIOLEE IMPOrpaMMHOE
o0ecrieueHre MOXKET OBITh MPOU3BECHO TOJIBKO IO COTNIAaCOBaHUIO ¢ agmuaucTpatopom UCIT/Ix
1 OTBETCTBEHHBIM 3a obecnieueHue o6e3onacHoctr [1/{n B UCIIdH.

9. TexHouorusi 00padoTKH NEePCOHAIbHBIX JAHHBIX

IIpu nepBuunom pomycke k padore B HCII[In Ilomp3oBatenbs 3HAKOMUTCSA C
TpeOOBaHUAMU PYKOBOJSIINX, HOpPMaTHUBHO-METOIUYECKUX u OpraHU3alMOHHO-
pacmnopsIuTeIbHBIX JOKYMEHTOB IO BOIPOCAM aBTOMAaTH3UPOBAHHON 00paboTKH MH(pOpMAIH,
nzyyaer MHCTpyKuuMIO, MOJy4aeT MNEpPCOHAIbHBIA HACHTU(GUKATOP WIM JHUYHBIA [Aposb y
anqmuuuctpaTopa UCII/IH ninm otBeTcTBeHHOTO 32 00ecnieueHue 6e3omacHoctu [1/1a B UCIT/IH.

B nponiecce pa6otsl [Tonb3oBaTens npousBoaut odpadotky [11n 8 UCIT/IH.

ITpu nHeoOxommmocTtu BBOA/BBIBOA [1[IH B MCII/IH ocymiecTBiseTcs ClIeayIOUM

obpa3zom:
— xonuposanueM I1/[1 Ha yurennsie CMHU;
— mnepenada / nomydenue [1/]H mo kaHamam CBsI3H ¢ 00s3aTEIBHBIM IPUMEHEHUEM

CPEJICTB KpUNTOTpauIeCKOM 3allInThI;

— mnepenada / monmydenue [1/lH B medaTHOM BHIE.

10. Cpok aeiicTBUS ¥ NOPSAI0K BHECEHUSI H3MEHEHU I
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Hacrosmas MHCTpyKIus BCTynaeT B CUIly C MOMEHTA €0 YTBEPKIACHUS U JEHCTBYET
OeccpouHo.

Hacrosmas MHCTpyKIHs NOIIEKUT IEPECMOTPY HE PEXE OJHOIO pas3a B TpU
roja.

N3meHeHuss M JOMOJHEHHUS B HAcTOALLYH0 WHCTPYKIMIO BHOCSTCS MPUKA30M
HupekTopa YupexaeHus.



[punoxenwne 2

k mpukazy MAJZIOY JCI11
OT «__» 20231r. Ne
HNHCTPYKLUA
110 NAPOJILHOM 3a1uTe HHpopMauuu
B MAJZIOY ACNell

1. Tepmunsl n onpenejieHus1

ABTOMaTH3UpOBaHHOE paboyee MeCTO — MPOrPaMMHO-TEXHUYECKHHA KOMIUIEKC,
NpeJHa3HAuYEHHbIH I aBTOMATU3AIMH JeSITeIbHOCTH ONIPEIEICHHOTO BU/IA.

HNudopmannonHas cucTeMa MepcoOHANTBHBIX TAHHBIX — COBOKYITHOCTB COACPIKAIIIXCS
B 0a3ax JaHHBIX MEPCOHAIBHBIX JAHHBIX U 00€CMEUNBAIOUINX UX 00pabOTKY MH(POPMAIIMOHHBIX
TEXHOJIOTUI U TEXHUYECKUX CPEJICTB.

OOpaboTka TepCOHANBHBIX MJaHHBIX — JI000e JelicTBUe (omepanus) WU
COBOKYITHOCTB JIEHCTBHIA (OTIEpalHii), COBEpPIIAEMBIX C HCIIOJIb30BAaHHEM CPE/ICTB aBTOMATH3AITUH
i 0e3 MCIONIb30BaHMs TaKUX CPENCTB C MEPCOHATBHBIMH JaHHBIMHU, BKIIOYast cOOp, 3aIuCh,
CHCTEMaTH3alliI0, HAKOIUICHHE, XpaHeHHEe, YTOYHEeHHE (OOHOBJICHNE, M3MEHEHHUE), N3BJIICUCHHE,
UCIOJb30BaHUE, Iepenady (pacnpocTpaHeHHe, IPelOoCTaBICHUe, JOCTYIl), O00e3IUYHBAHUE,
OJIOKMpOBaHNUE, YAaJeHUE, YHUUTOKEHHUE NIEPCOHATIBHBIX JaHHBIX.

KonduaenmmanpbHocth uHMOpMAUU — 00s3aTEIIBHOE I BBITIOJHEHUS JIHIIOM,
MOJYYMBIIUM JOCTYIl K OIpeneleHHol wuHpopManuy, TpeOoBaHHE HE IepenaBaTh TaKYIO
nHPOPMAIIHIO TPETHUM JIUIaM 0e3 coriacus ee 00JaiaTes.

[lepconanbHble JaHHbIE — TH00ast ”HPOPMALIKS, OTHOCSIIASCS K MPSMO MJIM KOCBEHHO
OTIpeIeJIEHHOMY WIIN OlpefienseMoMy (pusnueckoMy iy (CyObeKTy NEPCOHATBHBIX TaHHBIX).

[lonb3oBarens MH(GOPMALMOHHON CHCTEMBbl NEPCOHAIBHBIX [aHHBIX — PabOTHUK,
OCYLIECTBISIONIMHA  00pabOTKY MEpCOHAIBHBIX JaHHBIX B HHGOPMAIIMOHHON cucTeme
NEePCOHATILHBIX JaHHBIX.

CpenctBo 3amuThl MHGOpPMALMU — MpOrpaMMHOE oOOecleyeHue, HpOrpaMMHO-
ammapaTHoe ~— oOecrieueHHe, — ammapaTHOe  oOecriedyeHWe, BEIIeCTBO WM MaTepuall,
MpeaHa3HauYeHHOE HITH MCIIONIb3YEeMOe JUIS 3alUThl HHPOPMALINH.

2. OOuue moIoKeHus

Hacrosimass MacTpykuus mo naponpHOi 3ammre nHpopmanuu B MAJIOY JICNell
(nanee — MHcTpykuusl) ycTaHaBiIMBaeT TpPeOOBAaHUS M OTBETCTBEHHOCTb IPU OpraHU3aLUU
MapoJbHON 3alUThl MHPOPMAIUU, a TaKXKe OMpelessieT MOPSIOK KOHTPOJA 3a JCHCTBUSAMU
MoJib30Batesieil U 00CTYKHMBAIOLIET0 MepcoHaia HHQPOPMAIMOHHBIX CHCTEM IEePCOHATIBHBIX
nanubix (nanee — UCIIJIn) mpu paGoTe ¢ mapoiasimu.

TpeboBanus Hactosiel MHCTPYKIMK SBISIOTCS 00S3aTENBHBIMU ISl UCHIOJTHEHUS
BCceMHM monb3oBaTesiMu U agmuHucTpatopamu  UCIIIH MAJIOY JACNell (pmamee -—
YupexneHue),coIb3yIOIUMU B CBOEH paboTe CpecTBa BHIYMCIUTEIBHON TEXHUKH.

Bce monwszoBarenu m agmunuctpatopbl UCII[n VYupexneHnus, ucmoib3ylonme B
CBOEH paboTe CpeACTBA BEIUNCINTEIEHOW TEXHUKH, JOJKHBI OBITH 03HAKOMJICHBI C TPEOOBAHUSAMU
Hacrosmend MHcTpyKuyu noJ nNoAnuch.

Hacrosimas MHcTpykuust siBIsSeTCsl JONOJHEHUEM K JECUCTBYIOIIMM JIOKAJIbHBIM
HOPMaTHUBHBIM akTaM (BHYTPEHHHM JOKYMEHTaM) IO BOIIpocaM oOecreueHus O0e301acHOCTH
CBEJICHMIN KOH(UACHLUAIBHOIO XapaKTepa, B TOM 4YHUCJIE U NEPCOHAIbHBIX NaHHBIX (lajee —
[1/1H), 1 He UCKITIOYaeT 00s3aTEIFHOTO BHIIOTHEHUS UX TPEOOBaHUIA.
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3. TpeboBaHusi, npeabsiBisieMble K HAeHTHGUKATOPAM (KOAaM) U NAPOJIsIM (MOPATOK
(opMupoBaHUSs U 00pALIEHUS C HUMH)

ABtopuzanms  nons3oBatened  WMCIIAn  ocymectBisieTcs  myTeM — BBOJA
UICHTU(HUKATOPA W/HITU TTapOJIsl.
TpebGoBanus kK GOpMUPOBAHUIO MAPOJIECH U OOPALIEHUIO C HUMH.

[Mapons ¢dopMupyercs mpu CO3JaHUM YUETHOW 3aMUCH  OTBETCTBEHHBIM
ob6ecnieuenne 6e3omacHoctu [1/In B UCII/In nnn ammunauctpatopom UCII/IH, mpu mepBrHYHOM
BXO/JIE€ B YYETHYIO 3alHCh MAPOJIb T0JKEH ObITh U3MEHEH BIIAJICNIBLIEM.

Brnanenpupl TMUHBIX TApOIIeH 00s13aHBI 00ECTICYUTh X TAHHY.
[laponu reHepupyroTCs ¢ y4ETOM CIIEAYIOLINX TPEOOBAHMA:

—  TapoJib JOJDKEH 3HATh TOJIBKO €ro BIaJeliell;

—  JUIMHA TapoJsl JOJDKHA OBITh HE MEHee 8 CHMBOJIOB;

— B mapoJie 00s3aTeNbHO TOJKHBI IPUCYTCTBOBATH Kak MHU(MPHI, Tak M OyKBBI HA
BEPXHEM U HIDKHEM PETUCTPAX;

— [apoib He JOJDKEH BKIIIOYATh CMBICIOBYIO HAarpys3kKy (MMeHa, ¢amuium,
HAaVMEHOBAHMS OpraHU3alMi, YW, TOPOJOB M T.O.), OOUIETIPUHSTHIC
cokparenust (userOl, password02 w T.m.) ¥ TOCIEIOBATEIbHBIC COYCTAHHS
kiaBui kiaBuatypsl (QwertyOl, Uiyken12);

—  MaKCHMAJbHBINA CPOK JeicTBH napoiist coctasisieT 120 nuei;

—  MUHHUMAIIBHBIA CPOK JEHCTBUS MApOJIs COCTABISACT 2 JTHS;

—  KOJMYECTBO HEYIAaYHBIX IMOMBITOK BX0/1a B CHCTEMY, IPUBOJISIIEE K OJIOKHPOBKE
YYETHOM 3aMKCH TOJIB30BaTENs IOJDKHO OBITH HE Ooee 6.

TpeboBanuss k GOPMUPOBAHUIO TApOJICH OOECTICUMBAIOTCS TEXHUYCCKUMU
BO3MOXKHOCTSIMH HCIIOJB3YEMbIX OMEPAMOHHBIX CHCTEM, CPEICTB 3alUThl WHPOpMAIUU U
UH(GOPMAILIMOHHBIX PECYPCOB.

[lonnas mnnaHoOBas cMeHa NIApPOJIEH IOJIB30BATEIEH JOJDKHA IPOBOJAMTHCS
PEryIspHO, HE pexke OJTHOTO pa3a B Mojiroa. BHeNIaHoBasi cMeHa MmapoJisi IPOU3BOIUTCS B Cllydae
€ro KOMIpPOMETAIINH, a TAKXKe 10 npocboe monb3oBatens UCII/IH.

Xpanenue monb3oBatensmMu VICIIJIH 3HavyeHwWil cBoMX mapojedl Ha OymMaKHOM
Hocurene 3AIIPEILIEHO.

[lonb30Barens HE HMMEET MpaBa COOOLIUTH JIMYHBIA MapoJib JAPYTrUM JULAM
(paspemiaeTcs TOJBKO C COTJIACOBaHMSA OTBETCTBEHHOTO 3a oOecredeHue Oe30MacHOCTH WM
aamuauctpatopa WCII[IH mpu HanUYuu TEXHOJIOTHYECKOW HEOOXOAMMOCTH HCIOJB30BaHUS
HMEH U napoJjieil pabOTHUKOB B UX OTCYTCTBHUE B CITyyae BO3SHUKHOBEHHS HEIITATOHBIX CUTYAIlH,
(hopc-MaxKOpHBIX 00CTOATENHCTB U T.11. [10 Bo3pamieHno paboTHUKHN 00s3aHBI Cpasy )K€ CMEHUTH
CBOM I1apOJI Ha HOBbIE 3HAUYEHUS COTJIACHO aHHOM MHcTpykuun).

[Mopsimok cMeHBI Taposieit U UACHTHPUKATOPOB MPU U3MEHEHHUSX B OPTaHU3AIHOHHO-
HITaTHOM CTPYKTYpe (KaJapoBble MePECTAaHOBKH, YBOJIbHEHNE PAOOTHUKOB):

[Ipu npekparienun 1eHCTBUS TPYAOBOIO JI0TOBOpa ¢ paOOTHUKOM BCE CO3JJaHHBIE
JUTSL 9TOTO PabOTHHKA y4YETHBIE 3amuCh (ITOJIb30BATEIBCKOE MMSI) TMOJICkKAT OJIOKUPOBAHUIO HE
M03/IHEee, YeM B JICHb YBOJIbHEHUS paboTHUKA. [lonHOE ynaneHne yueTHBIX 3amucei MpOU3BOAUTCS
B TEUEHUM 5 paboumx AHEW co AHA yBOJbHEHHS paboTHUKA. OCHOBaHUEM ISl OJIOKUPOBAHUS U
MOCNEAYIOUIETO YAaJIeHUsl YYeTHBIX 3amuceil paOOTHHMKa SABISETCS 3asBKa, IMpe/CTaBICHHAS
HEIMOCPECTBEHHBIM PYKOBOJUTENIEM YBOJIBHSIEMOIO HE MO3JHEE, YeM 3a 3 pabouux JHS 10 THS
€ro YBOJIbHCHUS, a B CITy4ae OTCYTCTBUS 3a5BKH y/IaJICHUE MPOU3BOJIUTCS B JICHb YBOJILHEHHUS.



IIpy mnpoBeneHNMH  OPraHMW3ALUOHHO-IITATHBIX  MEPONPHUATHH  (KaJIpOBbIE
NIEPECTAaHOBKM) HEMOCPEACTBEHHBIH PYKOBOJUTEIb CTPYKTYpHOIO TMOApa3iesieHus o00s13aH
npencraButh anMuaucTparopy UCII/IH 3asBKy Ha U3MEHEHUE B paBax JOCTyIa.

[opsinox neficTBUi Mpy KOMIPOMETALIMU UIEHTU(PUKATOPOB U APOJIEH.

Ilon xommpomeranueil MOHMMAETCs: yTpaTa MapoJis yYeTHOW 3amucu U (WJIH)
napoJis uIeHTH(UKaTopa, pasrialeHie YIeTHOW 3aliCcH maposis WU naposis uaeHTudukaropa
(sIBHAst KOMIIpOMETAIM), WK MHAs CUTYyalus, KOTOpasl 1aeT OCHOBaHHE /ISl MPEAIIOIOKEHHS O
HapyLIeHUH KOHPUACHIMAIBHOCTH aposiel u uAeHTU(GUKATOPOB (HEsIBHAS KOMIIPOMETALIHS).

Ilpu BeIBIEHMH (akTa yTpaThl TApoOJs, pPA3IJIAMICHHUS T[apoisi, TAPOJIs
UACHTU(UKATOPA, CAMOTO HISHTU(UKATOpa IMOJIb30BaTeNh 00s3aH HE3aMEIJIUTEIbHO CMEHUTD
napouib B UCIT/IH 1 cooOmumTh 0 JaHHBIX (haKTaX CBOEMY HEHNOCPEICTBEHHOMY PYKOBOIUTENIO U
OTBETCTBEHHOMY 3a oOecrneuenue 6e3omacHoctu [1/1n B UCII/In nnu anmuauctparopy UCITIH.

B cnydae BbisiBneHHA (DakTa KOMIPOMETAIlMH HACHTU(PHUKATOPOB M Maposien
nonib3oBarens aqmuauctparop UCII/IH unm oTBeTCTBEHHBIH 3a obecnieueHue 6e3omacuoctu [/
B UCII[H 00s13aH HeMe[UIeHHO 3a0JO0KHpOBaTh YYETHYIO 3alHCh JAHHOIO MOJb30BAaTENs U
HE3aMEUIMTEIBbHO TPONU3BECTH BHEIIAHOBYIO CMEHY IapoJIsd U1l 3TOTO MOJIb30BaTEIIS.

4. TlpaBa u 00513aHHOCTH

OcHoBnble 3aaun agmuauctparopa MCITIH:

—  OpraHM3aIys YCTAaHOBKH CPEJICTB HICHTU(UKAIINY U ayTCHTU(DUKAIIVH;

—  opraHuzanus napoJibHoi 3ammThl Bo Bcex MCII/IH;

—  BbIJAYa MEPBUYHBIX MapOJIel, U AJIEKTPOHHBIX MEPCOHAIBHBIX UIACHTU(PHUKATOPOB U
MapoJsiel K HUM;

—  OCYILECTBJICHHWE KOHTPOJISI 32 COCTOSIHUEM CHCTEMBI apOIbHOMN 3aIUThl HHPOPMAIUH
B UCII/IH.
Anmunncrtpatop UCII/IH nmeeT npao:

— BHOCUTH TPEIIOKEHHUS TI0 COBEPIICHCTBOBAHUIO CHCTEMBI MAapOJIbHON 3aIllUThI
unpopmanuu B UCII/H;

— TpUHUMATh Yy4YacTHE B IUIAHUPOBAHUM MEPONPUITHH IO TMApPOIHHOM 3aluTe
unpopmanuu B UCII/IH u miiaHupoBaHUU OCHAIICHUS CPEJICTBAMH UICHTU(DUKAIIUN
1 ayTeHTU(UKALINH;

—  OCYILIECTBJIATH KOHTPOJIb COCTOSTHUSI CPEACTB UACHTU(DUKAIINK U ayTeHTU(UKAINH B
NCIIH;

—  WHUIUAHUPOBATH CIYKEOHbIE MPOBEPKU U y4aCTBOBATH B MPOBEJCHUN PACCIICIOBAHUIMA
1o (hakTaM KOMITPOMETALINH;

—  OKa3bIBaTh MOMOIIb B PEIICHUH MTPOOJIEM, BO3HUKAIOIINX MTPH IKCILTyaTaI[uu CPEJICTB
UIeHTU(DHUKAIIMY U ayTeHTU(DUKAIIUHN.
OO0s13aHHOCTH B YaCTH MapOJBHON 3alUThl MHPOPMAIIUU OTPAKECHBI B MHCTPYKIIUU

agmunuctpaTopa UCII/IH.

[Tonp3oBarensm UCII/IH B cBOCH paboTe 3ampenaercs:

— coo0mare KOMy-TH00 CBOH JIMYHBIA MapOJIb W/HIU Mapoib K 3JIEKTPOHHOMY
MePCOHATBLHOMY UACHTHPHUKATOPY;

—  TepeaaBaTh KOMY-THOO BBIIAHHBIN AJIEKTPOHHBIN MEPCOHATBHBIN HACHTUPHKATOD;

—  OCYIIECTBIATH BXOA B oneparmonnbie cucrembl UCII/IH u B nHpOopmanmonHbie
peCYpCHI O] Uy KHUMH UISHTH(PUKATOPAMH U TAPOJISIMU;
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—  OTKJIIOYaTh CPEICTBA UACHTU(PUKAIUH U AyTEHTU(PUKALIH.

B cniyuae nosiBiieHus moJo3peHuit Ha (PakT KOMIIPOMETAIUH MAPOJIs, a TAKXKE B ClIydae
BBISIBJICHUS WHIMACHTOB ((akTOB M T.M.), CBSI3aHHBIX €O CcOOSIMH B paboTe CpEeACTB
UIACHTU(PHUKAIUN U ayTeHTHU(PHUKAIIUH, [T0JIb30BaTEIN 00s13aHbl HEMEIJIEHHO MPOUH(OPMUPOBATH
00 TOM OTBeTCTBEeHHOTO 3a obOecreuenue 6ezonacHocT [1/In B UCII[IH unu agmuHucTpartopa
UCIIAH.

5. OTBeTCTBEHHOCTH JO/LKHOCTHBIX JIMIl B PAMKAX CHCTEMBbI IAPOJIbHOM 321U ThI
uHpopmannu

[Tonp3oBaTenu, oTBeTCTBEHHBIM 3a oOecnedenue Oe3omacHoctu [1JIm B UCIIIH n
agmuauctpatop MCII[IlH HecyT OTBETCTBEHHOCTh 3a HEHAJJIEKAIIEEe MCIOJHEHUE WIH
HEUCIIOJIHEHUE CBOUX 0053aHHOCTEH, PEyCMOTPEHHBIX HacToAlel MHcTpykiueil, B npenenax,
OTIpeIeIeHHBIX IEHCTBYIOIINM 3aKOHOIaTeNbCcTBOM Poccuiickoit denepannu. 3a HecoOt0eHIE
TpeboBaHUil 3aKoHOJATenbCcTBA Poccuiickoit denepanui MpeaycMOTpPEHA TpakIaHCKas,
YTOJIOBHAs!, aAIMMHUACTPATUBHASA, JUCLIMILUIMHAPHAS OTBETCTBEHHOCTb.

[Tonp3oBaTenu, oTBEeTCTBEHHBIN 3a oOecneuenue Oe3omacHoctu [IJIn B UCII[IH u
agmuauctpatop MCII[lH HecyT OTBETCTBEHHOCTb IO JEHCTBYIOLIEMY 3aKOHOJATENIbCTBY
Poccuiickoit @enepannu 3a pasrianieHue cBeJCHUH KOHPHIECHIIMAIBHOIO XapaKTepa, CTaBIINX
W3BECTHBIMU TIPH BBINOJIHEHUH CIIY)K€OHBIX OOA3aHHOCTEH, B TOM YHCIE HPEAyCMOTPEHHBIX
HacTosen MHcTpyKime.

6. CpOK JEeHCTBUA U MOPAAOK BHECCHUSA H3MeHEeHU

Hacrosamas MHcTpyKIMs BcTynaeT B CUIIy ¢ MOMEHTA €€ YTBEPXKIECHUS U JEHCTBYET
OeccpouHo.
Hacrosmas MHCTpyKuMs MOUIEKUT NEPECMOTPY HE pexe OIHOTO pas3a B 3
roja.
W3MeHeHns W JAOMOJIHEHUS B HAcTosIyr0 WHCTpyKIHIO BHOCATCA IPHUKa3oM
HupekTopa YupexnaeHus.
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[punoxenwne 3

k npukazy MAJIOY JCNel1
OT «___ » 2023 1. Ne
HHCTPYKLIUSA
mo aHTI/IBI/Ip}’CHOﬁ 3almuTe
MAJIOY JICNell

1. TepMuHBI 1 Onpe/e/IeHUS

ABTOMAaTH3UpPOBaHHOE paboyee MECTO — MPOrPaMMHO-TEXHUYECKHHA KOMIUIEKC,
IIpeIHa3HAYEHHBIN JJI1 aBTOMAaTH3aLUH eATEIbHOCTH OIIPEIEICHHOIO BU/A.

AHTUBUpYCHAs 3allluTa — 3alMTa UHQOPMAIMK U KOMIIOHEHTOB MH(QOPMAIIMOHHOMN
CUCTEMBI OT BPEIOHOCHBIX KOMIIBIOTEPHBIX MpOrpamm (BUpYcoB) (0OHapy eHHE BPEIOHOCHBIX
KOMIIBIOTEPHBIX MPOrpamMM (BHPYCOB), OJIOKMPOBAHKE, N30JUPOBAHNE «3apaKEHHBIX» 00BEKTOB,
ylajJeHue BPEJOHOCHBIX KOMITBIOTEPHBIX MPOTrpamMM (BUPYCOB) U3 «3aPaKEHHBIX» OOBEKTOB).

Nudopmanmonnas cucreMa nepcoHaNbHbBIX JaHHBIX — COBOKYITHOCTH CO/ICPKAIINXCS
B 0a3ax JaHHBIX NEPCOHAIBHBIX JaHHBIX U 00€CleYUBaIOIINX UX 00pabOTKy MH(POPMAIIMOHHBIX
TEXHOJIOTMI U TEXHUYECKUX CPE/ICTB.

OOpaboTka TEpCOHANBHBIX MJAaHHBIX — JI000€ JeilicTBUe (omepainus) WIu
COBOKYIHOCTb JIEHCTBUH (Omepalinii), CoBepIaeMbIX ¢ UCIIOIB30BAHUEM CPEJICTB aBTOMATU3AIIUU
i 06e3 UCIOJIb30BAHUS TaKUX CPEICTB C MEPCOHAIBHBIMU JIaHHBIMH, BKIIOYas cOOp, 3amuch,
CHUCTEMAaTHU3aIMI0, HAKOTUICHHE, XpaHEeHHe, yTouHeHne (0OHOBIICHHE, N3MEHEHHE), N3BJICUCHHE,
UCIOJb30BaHUE, Tepenady (pacnpocTpaHeHHe, IPelOoCTaBICHUE, JIOCTYI), O00e3IUYHBaHUE,
OJIOKMpOBaHUE, YAaJeHUE, YHUUTOXKEHHUE NTEPCOHATBHBIX JaHHBIX.

KondunennmansHocts uHGOpMAUU — 00s3aTEIbHOE MJSL BBIMOTHEHUS JHIIOM,
MOJIYUYMBIIUM JIOCTYI K ONpeJeneHHON uHpopmanuu, TpeOoBaHHWE HE NepelaBaTh TaKYIO
MHPOPMAIIHIO TPETHUM JIUIIaM 0e3 coTiacus ee 00JaIaTes.

[lepconanbHble JaHHbIE — TH00ast ”HPOPMALIKS, OTHOCSIIASACS K MPSMO MIIM KOCBEHHO
OTIpeICNIEHHOMY UJIH OofpeneasieMoMy PU3nIecKoMy JTHUILY (CYObEKTY MEPCOHANBHBIX TAHHBIX).

[Tonb3oBarens MHGOPMALMOHHONW CHCTEMBbl NEPCOHAIBHBIX [aHHBIX — PaOOTHHK,
OCYIIECTBISIOMMA  00padOTKy TMEpCOHAIBHBIX JIAHHBIX B HH(POPMAIIMOHHOW CHCTEME
MIEPCOHAIBHBIX JTAHHBIX.

CpencTBo aHTHBHPYCHOH 3aIUThHI — IPOTPAMMHOE CPEACTBO, peau3yomiee pyHKIUU
OOHapy>KeHHsI KOMIIBIOTEPHBIX HporpaMM JHOO HMHOH KOMIIBIOTEpHOW HHpOpMaIuH,
MpeHa3HaYeHHBIX JJIs HECAaHKIIMOHUPOBAHHOTO YHUUYTOXKEHUS, OJIOKUPOBAaHUS, MOIU(DUKALINH,
KOIMPOBaHUS KOMIIBIOTEPHON MHPOPMAIIUU WM HEUTpaIU3aliy CPEICTB 3alIUThl HHPOpMALUH,
a TaK)Ke pearnpoBaHus Ha OOHAPYKEHUE ITUX MPOrPaMM B HHPOPMAIIHH.

CpenctBo 3amuThl MHQOPMALUMU — MPOrpaMMHOE OOECIeYeHHEe, MPOrPaMMHO-
anmapaTHoe — oOecrieyeHHe, ammapaTHoe  oOecliedyeHue, BEIIeCTBO  WMJIM  MaTepuall,
MpeIHa3HauYe€HHOE WJIM UCIIOJIb3yeMOe JIJIS 3aIlUThl HH(OPMAaLIUU.

2. OOuue moIoKeHus

Hacroamas Wuctpykuus no antuupycHoil 3aummre MAJIOY JICNell (manee —
WHCTpyKuMsl) peryaupyeT BOINPOCHl OpraHU3allMd aHTUBUPYCHOHM 3aluThl UM TpeOOBaHUSA K
MOPSIIKY TIPOBEICHUSI aHTHBUPYCHOTO KOHTPOJIS.
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WNucTpyKiMs ycTaHaBIuBaeT TpeOOBaHUS M OTBETCTBEHHOCTh MPHU OPraHU3alUU
3amuTel  MHQOpPMAIMM OT Pa3pyIIAIONIEro BO3ACHCTBUS BPENOHOCHBIX MPOTpaMM —
KOMITBIOTEPHBIX BUPYCOB.

TpeboBanus Hactosimeld MHCTPYKIMK SABISIOTCS 00S3aTEIBHBIMU ISl MCTIOTHEHUS
Bcemu pabotHukamMu MAJIOY JICNell (mamee — YupexaeHus), UCHOJB3YIOUUMH B CBOCH
paboTecpecTBa BHIYUCIUTENBHON TEXHUKH.

Bce paGotHuku YupexaeHus, HUCIOJb3YIOIIUE aHTUBUPYCHBIE CPEICTBA, JOJKHBI
OBITH 03HAKOMJICHBI C TPEOOBAHUSAMH HAcTOsIEH HCTpYKITEH MO/ TOAMHCH.

Hacrtosmas WHcTpykuus sBisieTCsl JONOJHEHUEM K JECUCTBYIOIIMM JIOKAJIbHBIM
HOPMATHUBHBIM akTaM (BHYTPEHHUM JIOKyMEHTaM) IO BOIIpocaM oOecriedeHusi 0e30MacHOCTH
CBEJICHUI KOH(UICHLIMAIBHOIO XapaKTepa, B TOM 4YHUCIE U MEPCOHAIBHBIX TAHHBIX (lajee —
[1/1H), u He UCKIIOYaeT 00S3aTETHHOTO BHITOTHEHHUS UX TPEOOBAHUM.

3. TpebdoBaHuUsI K aAHTUBHPYCHBIM CpeJACTBaM

B Vupexnenun Kk NpUMEHEHUIO JOMYCKaITCs TOJIBKO JINLEH3UOHHBIE aHTUBUPYCHBIE
nporpaMMmHble M (WIM) NpPOTrpaMMHO-allapaTHBIE CpeicTBa (AaHTUBUPYCHBIE CpEJCTBA),
3aKyIUIEHHbIE y pa3paboTuiKa yKa3aHHbIX CPEACTB WU €ro O(HUIHATIbHBIX AUIEPOB.

AHTHBHPYCHBIE CpEACTBA JOJDKHBI (DYHKIMOHUPOBATh B TEUEHHE BCErO BPEMEHHU
paboThl CPEJICTB BHIYMCIUTENBHON TEXHUKU (OT MOMEHTA 3arpy3KH OIEpPAllMOHHON CUCTEMBI 10
MOMEHTA €€ BBITPY3KH).

AHTHUBHPYCHOE CPEJICTBO HE JIOJKHO CYIIECTBEHHO 3aTPYAHATh paboTOCIOCOOHOCTh
CPE/CTB BBIYMCIUTEIBHON TEXHUKHU UH(OPMAIIMOHHBIX CUCTEM MEPCOHAIBHBIX JaHHBIX (Jajiee —
UCIIn).

4. IlpaBa u 00s3aHHOCTH

AHTUBUPYCHOM 3alllUTe TOJUICKUT BCs, oOpabaThiBaeMas B YUpEXKICHUU TIpU
MOMOIIM CPEJICTB BBIYMCIUTENBHON TEXHHUKH, WH(POpMAIUs, HE3aBHUCHMO OT OrpaHHuYeHUN
JIOCTyTa K He.

@aiiipl, MOMENIaeMbIE B DJIEKTPOHHBIM apXWB, OJDKHBI B 00S3aTEIHLHOM MOPSIKE
MIPOXOJIUTh AHTUBUPYCHBIN KOHTPOJIb.

YcranaBnmuBaemoe (M3MEHSIEMOE) TIporpaMMHOE OOecledeHne JODKHO —OBITh
MpeABAPUTEIBHO MTPOBEPEHO HA OTCYTCTBHE BUPYCOB.

B UCII/In 3ampemiaercst ycTaHOBKa MPOTrPaMMHOTO 0OECTICUCHHsI, HE CBSI3aHHOTO C
BBIMIOJTHCHUEM  (YHKIMH, TPETyCMOTPEHHBIX TEXHOJIOTHYECKAM MPOIeccoM 00paboTKH
uHpOpMaIUY.

ConpoBoxaeHue (peryisipHoe OOHOBIIEHHE, aHTHUBHPYCHBIN KOHTPOIIb, BBHISBICHHE
(haKTOB 3apaK€HUs U MPOBEJCHUE CITY>KEOHBIX pacciieIOBaHUN) MPaBUJI AHTUBUPYCHOMN 3allUTHI
BO3JIararoTCsi Ha OTBETCTBEHHOTO 3a obecnieuenue 6ezonacuoctu [1/1n B UCTI/H.

OcHOBHBIE 3aJ1aud OTBETCTBEHHOTO 3a oOecrieueHue Oe3zomacHocTH [1JIH B

HUCIIOn:

— OpraHm3alys mporecca yCTaHOBKU aHTUBUPYCHBIX cpeacTB B UCII/IH;

— COINpPOBOXJICHHE AHTUBHPYCHBIX CpPEJCTB (OOHOBIECHHME, aHTUBUPYCHBIN KOHTPOJIb,
COMPOBOXKJICHUE JEWCTBUU TMIOJNBb30BaTENe B CiydasX OOHApYKEHHUS BHPYCOB,
obecreyeHne paboTOCIIOCOOHOCTH AaHTUBHPYCHBIX CPENICTB);

— KOHTPOIIb COCTOSIHHSI CUCTEMbI aHTHBUPYCHOM 3aIIUTHI UHGOPMAIIUU B Y UPEIKIACHHH.
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OtBercTBeHHBI 3a oOecmeuenne Oc3zonmacHoctd [/l B UCII[n Hecer
OTBETCTBEHHOCTb 3a:

— 3a CBOEBPEMEHHYIO YCTAaHOBKY aHTUBUPYCHBIX CPEJICTB;

— 32 JKCIUTyaTaluio (aHTUBUPYCHBIM KOHTPOJb, pabOTOCMOCOOHOCTh aHTUBUPYCHBIX
CPEIICTB, CONPOBOXKJEHUE JIEHCTBUI IOJIb30BAaTENEH B CiydasX OOHApYKEHHUS
BHPYCOB) CUCTEMbI aHTUBUPYCHOM 3aIIUTHI HH(OPMAITUH;

— 32 CBOEBPEMEHHOE OOHOBJICHHE JTUIICH3UI Ha aHTUBUPYCHBIE CPEJICTBA;

— 32 CBOEBPEMEHHOE OOHOBIICHHE aHTUBUPYCHBIX 0a3.

OtBeTcTBeHHBIM 3a oOecreuenre Oe3omacHoctr [1JIln B MCIIIH wumeer
MpaBo:

— BHOCHUTbD MPEAJIOKEHUS 110 COBEPILICHCTBOBAHUIO CUCTEMbI aHTUBUPYCHOM 3aIIUTHI
nH(popMalnu;

— TMPUHUMATH Y4acTHE B IJIAHUPOBAHUHU MEPOIPUSATUN MO AaHTUBUPYCHOM 3alTUTE
MH(pOpMAILIUY U TUIAHUPOBAHUU OCHAIICHUSI aHTUBUPYCHBIMU CPECTBAMU;

—  OCYIIECTBIISATH KOHTPOJIb COCTOSTHUS CPEACTB AHTUBUPYCHOM 3aIIUTHI HHPOPMAIIHH B
Yupexnaenuu;

— HWHUIHAHUPOBATH CIYKEOHBIE MPOBEPKU M yUAaCTBOBATH B MPOBEACHUU PACCIICIOBAHMIA
o ¢akram 3apakenust Bupycamu VMCIIIH 1 cpencTB BHIYUCIUTEIbHON TEXHUKH;

— OKa3bIBaTh MOMOIIb B PEIICHUH MTPOOJIEM, BO3HUKAIOIIUX MTPH IKCIUTyaTaIluu CPEJICTB
AHTUBUPYCHOM 3aILIUTHI.

[Tonp30oBaTens aHTUBUPYCHOTO CpENCTBa — JIMI0, HA paboyeM MecTe KOTOPOro
MIPUMEHSETCS] AHTUBUPYCHOE CPEJICTBO.
[Tonb3oBaTensiM aHTUBUPYCHBIX CPEJICTB 3AMPEIIACTCS:

— MEHATh HACTPOWKHM WJIM OTKJIOYaTh CPEICTBA AHTUBUPYCHOW 3alIUThl BO BpeMs
paboThI;

— HCIONb30BaTh CPEJICTBA AHTUBUPYCHOM 3alIUThl, OTJIMYHBIE OT YCTAHOBIIEHHBIX
CPEACTB;

— 0e3 paspelieHUs] OTBETCTBEHHOTO 3a obecneuenue OezomacHoctu [11n B UCITIH
KOMUPOBATh JIF0ObIE (hailibl HA ChbeMHbBIE HOCUTENU WH(OPMAIUY, YCTAaHABINBATH U
HCIIONIb30BaTh JI000€ TMporpaMmHOe oOecrieueHre, He MpeAHa3HAueHHOe s
BBITIOJTHEHHSI CITY>KEOHBIX 3aa4.

5. Topsiaok 1 NePUOIMYHOCTH OOHOBIEHHUSI AHTUBHPYCHBIX 0a3

CBoeBpemMeHHOEe OOHOBJIEHHE 0a3 JaHHBIX CpPEJICTB AHTUBMPYCHOM 3alllUTHI
uH(popMalUy  SABISETCS HEOThEMJIEMOM YacThlo oOecmedeHuss JPQPEKTUBHON MOIUTUKU
AHTUBUPYCHOM 3alIUTHl HHPOPMAIUH.

YcraHoBKe OOHOBJICHMH JODKHO TpenmectBoBath TectupoBanue HCIIJIH Ha
OTCYTCTBUE HETATUBHBIX BO3JICHCTBUI OT BHOBh YCTAHABIMBAEMBIX OOHOBJICHHIA.

YcTaHOBKE HOBBIX BEPCHIA TPOTPAMMHOTO 00CSCTICUECHUS WIIH BHECEHUIO U3MEHEHUH 1
JOTIONTHEHU B JCWCTBYIOIIEe MPOTpaMMHOE OOECIeYeHHe [JOJDKHO TMPEANIeCTBOBATh
tectupoBanue MCIIJIH Ha OTCYTCTBHME HEraTUBHBIX BO3JAEHCTBUH YKa3aHHOTO MPOrPaMMHOTO
oOecrieyeHus.

[TepuonnuHOCTH OOHOBJICHUS] AHTUBUPYCHBIX 0a3:
— oOHOBJICHHE aHTHBUPYCHBIX 0a3 s BcexX UCTIJIH, IMEIOIIHX MOAKITIOYCHHUE K CETIM

OOIIEro TOJIB30BAaHUSI M CETAM MEXIYHApOAHOTO HWH(POPMAIMOHHOTO OOMEHa,

JIOJKHO OBITH €KeAHEBHBIM. VIcTOUHMK OOHOBICHHS — cepBep pa3paboTdmka
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AHTUBUPYCHOTO CpEICTBA, JHOO COOCTBEHHBIM IIEHTPAIM30BAHHBIN CETEBOM
WMCTOYHUK OOHOBIEHUHM, TMONydyarolmuii OOHOBJIEHHS C cepBepa pa3padoTymka
AHTUBUPYCHOT'O CPEJICTBA.

— ooOnosnenne antuBUpycHbIX 0a3 s MCII/IH, He uMeomux NoIKIIOYeHHE K CETIM
00IIIero TOJIb30BAaHUA W CETSIM MEXKIYHApOJAHOTO HH(POPMAIIMOHHOTO OOMEHa,
O0OHOBJICHHE JTOJDKHO OBITH HEe MeHee | pa3a B Hexpemto. MicTouHukoM OOHOBIICHUS B
JTAHHOM CJIy4yae SBJISIIOTCS aHTUBUPYCHbIE 0a3bl, 3allMCaHHbIC Ha MPEABAPUTEIIHLHO
YUTEHHBINA B YCTAHOBJICHHOM IOPSIIKE ChEMHBINM MAITMHHBIN HOCUTENh HHPOPMAITIH.

6. Ilopsiiok U MEPHOAUYHOCTH NPOBEJeHHSI AHTUBHPYCHOI0 KOHTPOJIS

OO0beKTaMu aHTUBUPYCHOT'O KOHTPOJIS SIBJISIOTCS:
— JKECTKHE MarHUTHBIE TUCKHU pabounx ctaHiuii u cepsepoB UCII/IH;
— CeTeBbIC XPaHWJIHIIA (CUCTEMbI XpaHCHHUS IaHHBIX );
— ONepaTHBHAS U CUCTEMHAs IAMSTh CPE/ICTB BHIYUCIUTEIBHON TEXHUKH;
— CHEMHBIC MANIMHHBIC HOCUTEIH HHPOPMAIIUY;
—  BXOJSIIMNA M UCXOAAIINHA KOHTEHT (BeO-Tpaduk);
—  (aiinbl, OTy4aeMbIe U MepeaBacMble Yepe3 CEeTH OOIIETO MOJIb30BaHHS U
MEXTyHApOAHOTO HH()OPMAITMOHHOTO OOMEHa;
— TIOYTOBBIE COOOIECHUS SJIEKTPOHHOM OYTHI.
AHTUBUPYCHBI KOHTPOIb BXOJsIIEH WHPOpPMAIMM CO CHEMHBIX MAIIUHHBIX
HocuTenel MH(OpMAIMM HEOO0XOIUMO MPOBOAMTH 10 IMEpPeHOca HH(POPMALMU Ha SKECTKHUM
MarHUTHBIA JHUCK pabouedl CTaHIUM WIM ceTeBoi nuck. MHpopmarus, moiydaemas 1o
TEJIEKOMMYHHUKAIIMOHHBIM KaHallaM, JIOJDKHA TMPOBEPSTCS cpasy mocie momydeHus. KoHTpoib
UCXoadmel WHPOpPManuUd HEOOXOAWMO TPOBOJUTH HETOCPEACTBEHHO TIepell OTIPaBKOM
(3amUChIO HA CHEMHBIN HOCUTEIh).
Buas! v epruoJUYHOCTh AHTUBUPYCHBIX MTPOBEPOK MPECTaBICHBI B Ta0HIIe 1.

Tabmuma 1
s OOBEKT KOHTPOJIS Bupn nposepku Tepuomanocts
/i IIPOBEPKH
1 YKecTkre MarHUTHBIE TUCKU pabOduX Ilonnas nposepka 1 pa3 B mecsIL
craniuii u cepsepoB UCIIIx BricTpoe ckaHupoBaHHe 1 pa3 B Hepemr0
2 CeTteBble XpaHWIHIIA (CHCTEMBI XpaHEHUS n
OJIHasi IpOBepKa 1 pa3 B MecsIl
JIaHHBIX)
3 OmneparuBHas U cucteMHasi mamsth cpeacte | I[lonnas nposepka 1 pa3 B mMecsIt
BBIYMCIIUTENILHON TEXHUKN BricTpoe ckaHnpoBaHue 1 pa3 B Hezen0
4 o IIpu xaxaom
‘beMHBIC MaIIMHHBIE HOcuTen nH(popmanuu | [TonHas mpoBepka
HOAKJIKOYCHU U
MuHUMaIBHO HEOOX0ANMOE TpeOOBaHHUE -
5 |Beb6-Tpaduk HACTpOWKa aHTHBHPYCHOTO CPEACTBA 110 [ocrostHEO
YMOJTYaHHIO
Daiiiipl, TOJTy4aeMble U IIepeaBaeMble Yepe3 [pu xaxxgom
6 |ceru oO1ero nMoab30BaHUA U IonHas mpoBepka MOJY4CHNUHU U
MEXIYHapOAHOT0 HH(OPMAI[HIOHHOTO OOMEHa OTITpaBKe
MuHnmanbsHO HeoOxoauMmoe TpeboBanue - | [Ipu kaxaom
7 |ITouToBBIE COOOIIEHNUS ITEKTPOHHON MOYTHI  |HACTPOIiKa aHTUBHUPYCHOT'O CPEJCTBA MO MIOJIy4YEHUN U
YMOJTYaHHIO OTIIpaBKe

7. Tlopsinok neiicTBUii Npu 00HAPYKEHUH BUPYCOB

OcHOBHBIMU TYyTAMH NpoHUKHOBeHUs BupycoB B HMCII/IH sBastoTcs: mo0be
CbEMHBIE MAIlIMHHBbIE HOCHUTEJIN MH(POPMALMHU, 3JIEKTPOHHbIE TOYTOBBIE COOOLIEHUs, TpaduK,
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MOJIy4aeMblii U3 ceTell OOIIeTO IMOJIb30BAHHUS M CETEH MEXKIYHapOAHOTO WH(OPMAIMOHHOTO
oOMeHa, paHee 3apakeHHbIe pabodrie CTaHIIUHN U CepBeEpA.

B cinydae oOHapykeHHs BUPYCOB IPH BXOJHOM KOHTPOJIE CHEMHBIX MAITHHHBIX
Hocutenedt mHpopManuu, (PailyioB WM 3JIEKTPOHHBIX MOYTOBBIX COOOIIEHUH, MOIH30BATEINb
JTOJKEH:

— HEeMeJICHHO IPUOCTAHOBUTH BCE paOOTHI HA CBOCH paboveli CTaHIINH;

— COOOIUTH OTBETCTBEHHOMY 3a oOecnieuenue 6ezonacHoctu [1/1a B UCIIIH o dakre
oOHapyXeHHsI BUpPYCa;

— TPHUHATH COTJIACOBAaHHBIE C OTBETCTBEHHBIM 3a oOecmneueHue OezomacHoctu [1/H B
UCII[H wMepsl 1O JIOKaNu3alMM W YAQJICHHIO BHpPyca C HCIOJIb30BAHHEM
AHTUBUPYCHBIX CPE/ICTB.

I[Ipy  HEBO3MOXXHOCTH  JIMKBUJALMUU  TOCIEACTBUH  BHUPYCHOTO  3apakKeHUs
OTBETCTBEHHOMY 3a obecmnedyenue 6e3omnacHoctu [1/{n B UCIIIH Heobxoaumo:

— coo0muTh 0 (akTe OOHAPYKEHUS TPOTrPAMMHBIX BHPYCOB B OpraHU3AIMIO,
OCYHIECTBIISIOIIYI0 TEXHUYECKYIO MOAAEPKKY IKCILTyaTallUM CPEICTB AHTUBUPYCHOMN
3alUTHl HTHGOPMAITIH;

— 3aapXMBHUpOBaTh  3apakeHHble  (alapl W HANpaBUTh C  IPUIIOKEHUEM
COOTBETCTBYIOIIETO COTNIPOBOJUTEIHHOTO JIOKyMEHTa B OpraHu3aIuIo,
OCYIIECTBIISIONIYIO0 TEXHUUYECKYIO MOICPKKY IKCIUTyaTallud CPEICTB aHTUBUPYCHOM
3amuThl ”HGOPMAIIUH.

[Tpu monmyuenun uHGOpPMAIK O BO3MOXHOM HApYIIEHUU JTUOO BBIABICHUHU (akTa
HapyuieHus TpeOoBaHuil Hacrosimed MHcTpykium pabora Ha paboueld CTaHIMU JaHHOTO
TOJIH30BATENSl HE3aMENJIUTEILHO OJIOKUPYETCS MO PEIICHHI0 OTBETCTBEHHOTO 3a 00ECTICUECHHE
oe3onacuoctu [1/n B UCIT/IH.

®daxThl MOAUGUKAIIMK U Pa3pyIIeHUs JaHHBIX HA cepBepax WM padouyuX CTAHIIMSX,
3apaxeHHe WX BHPYCAMH, a TaKkKe OOHapyKEHHE NPYrMX BPEJIOHOCHBIX MPOrpaMM — BCE 3TO
OTHOCHUTCS K 3HAYUMBIM HApYIICHUSIM O€30MacHOCTH WH(POpPMaMK U JOHKHO OBIThH
MIPOAHATM3UPOBAHO IMOCPEICTBOM IPOBEICHUS CITY’)KEOHOTO pacCieIOBaHUS.

CnyxebHOe pacclieoBaHHE TIPOBOJIUTCS KOMHUCCHUEH, Ha3HA4aeMOH NpHUKa30M
Hupektopa VYupexnenus. B coctaB komuiccuu B 00S3aTENBHOM TMOPSAIKE BKIIOYACTCS
anqmuuuctpatop MCII/IH, oTtBeTcTBeHHBIN 3a obecmeuenue Oe3zomacHocTu [I/In B HCII/IH,
HETIOCPEACTBEHHBIM PYKOBOAUTEIh PaOOTHUKA, MOMYCTUBIIETO (HakT KomipomeTaruu. [lpu
HEOOXOJMMOCTH B COCTaB KOMUCCUU MOTYT BKJIIOYATHCS Ipyrue pabOTHUKHU.

Pesynbrathl paboThl KOMHUCCUU OQOPMIISIOTCS aKTOM. AKT MOJICKUT YTBEPKICHUIO
Jupekropa YupexaeHus.

B mpouecce paboThl KOMHCCHMM OO0S3aTE€IbHBIMU JJISl  YCTaHOBJICHUS
SIBJISTEOTCSL:

— J1ara u BpeMs 3apakeHus (0OHapyKEeHHUS 3apaxKeHHs ),

— @®UO, nomxHOCTh U MojApa3JeleHne pabOTHHUKA, TEXHUYECKOE CPEJICTBO KOTOPOTO
3apa)k€HO BUPYCHOM MPOrpaMMOi;

— YPOBEHb KPUTUYHOCTH 3apaKCHUS;

— 00CTOSITENHCTBA, CIIOCOOCTBOBABILINE 3aPAKEHUIO;

— uH(pOPMAIMOHHBIE PECYPCHI, 3aTPOHYTHIC 3apaKEHUEM;

— XapakTep U pa3Mep peajbHOTo U MOTEHIUAIBHOTO yiepoa.
B xone cBoeit paboThl KOMHUCCHS MOXKET 3alpalliuBaTh OOBICHUTENbHBIC 3aIUCKH OT

pabOTHHUKOB, MOI03PEBAEMBIX B BHHOBHOCTHU 3apaykKeHUs (ITyTeM MHUCBMEHHOTO 3ampoca Ux
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HENOCPECTBEHHBIM pyKoBOAMUTENsIM). OOBsCHUTENbHAS 3allUCKa JOJDKHA OBITH MpPEJCTaBICHA
KOMHCCHU B TedeHue 3 (Tpex) pabouux JTHEe ¢ MOMEeHTa MOCTYIUIeHus 3ampoca. B ciydae oTkaza
MIPEJOCTAaBUTh OOBSICHUTENBHYIO 3aIUCKY, TaHHBIN (DaKkT oTpakaeTcs B aKTe.

YHUUYTOXKEHHE MAaTEepPHAJIOB paccieqoBaHus (aKTOB 3apa’kKeHHs OCYILIECTBISETCS B
COOTBETCTBHUH C YCTAHOBJICHHBIMU TPEOOBAHUSMH IO I€TIONPOU3BOICTBY U HOMEHKJIATYPOM J€II.

8. OTBeTCTBEHHOCTH

8.1. Ilomp3oBatenu m OTBETCTBEHHBIN 3a oOecrmeuenune Oe3omacHoctu I1[In B MCIIIH
HECYT OTBETCTBEHHOCTh 32 HEHAJJIC)KAIIEEe CTIOTHEHUE TN HEUCTIOJTHEHUE CBOMX 00s3aHHOCTEH,
MPEyCMOTPEHHBIX HacToser WMHCTpyKuuen, B NpeAenax, ONPENEICHHBIX JIEUCTBYIOIIUM
3aKoHOAAaTeNLCTBOM Poccuiickoit @eneparun. 3a HecobmoaeHIEe TPeOOBaHN 3aKOHOJATEIbCTBA
Poccuiickoit ®enepauuu NOpeIycMOTpEHAa Tpa)xJAaHCKas, YrojoBHas, aJIMHHUCTPATUBHAs,
JTUCHIUTITMHAPHAS OTBETCTBEHHOCTb.

9. CpOK JeHCTBUSA U MOPAAOK BHECEHUSA H3MeHEeHMit

Hacrosmas MHCTpyKIMs BCTyaeT B CHIIy C MOMEHTA €€ YTBEPKIACHUSA U JEHCTBYET
OeccpouHo.

Hacrosimas MHCTpyKIMs MOANEKUT INEPECMOTPY HE peke OJHOro pasa B 3
roja.
W3meHeHnss W JONOJHEHHs B HACTOALLYH MHCTpYKIHMIO BHOCATCA IPUKA30M
Jupekropa YupexaeHus.
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[punoxenue 4
k mpukazy MAZIOY JIC Nell
OT «__» 20231r. Ne

HNHCTPYKLUA
10 OPraHU3alMHU Pe3ePBUPOBAHUS U BOCCTAHOBJIEHUS PA6OTOCIOCOOHOCTH TEXHHUYECKHX
CpelCTB M IPOrPaAaMMHOI0 o0ecriedeHus1, 023 JaHHBIX U CPeACTB 3a1UUTHI HHpopManu
B HH(POPMALMOHHBIX CHCTEMAX NMEPCOHATbHBIX JAHHBIX
MAJOY ACNell

1. TepmuHBbI u onpeesieHUs1

ABTOMaTH3UpPOBAaHHOE paboyee MECTO — MPOrPaMMHO-TEXHHYECKUH KOMILICKC,
NpeIHa3HauYEHHbIH I aBTOMATU3AIMH eI TeIbHOCTH ONIPEIEICHHOTO BUIA.

HNudopmannonHas crcteMa MepcoOHAIBHBIX TAHHBIX — COBOKYITHOCTB COACPIKAIIIXCS
B 0a3ax JaHHBIX MEPCOHAIBHBIX JAHHBIX U 00€CMEUNBAIONINX UX 00pabOTKY MH(POPMAIIMOHHBIX
TEXHOJIOTUH U TEXHUUYECKUX CPEJICTB.

OOpaboTka TEpCOHANBbHBIX MJAaHHBIX — J000e JelcTBUE (omepainus) WU
COBOKYITHOCTb JIHICTBUH (Omepanuii), COBEpIIaeMbIX C UCIOJIb30BAHUEM CPEJICTB aBTOMATH3ALMH
i 0e3 WCIONIb30BaHMs TaKUX CPEICTB C MEPCOHAIBHBIMH JaHHBIMH, BKIIO4as cOOp, 3aIiCh,
CHCTEMaTH3allHI0, HAKOIJICHHE, XpaHeHNE, YTOYHEHHE (OOHOBJICHUE, U3MEHEHUE), U3BJICUCHHE,
UCIIONIb30BaHUe, Tepenady (pacrnpocTpaHEHHe, MpPeJOCTaBlIEHUE, JOCTYI), 00e3nYKMBaHue,
0JIOKMpOBaHNUE, YIaJeHUE, YHUUTOKEHHUE NIEPCOHATIbHBIX JaHHBIX.

KonduaenmumanpbHocth uHMOpMAIUU — 00s3aTENBHOE I BBITIOJHEHUS JIHIIOM,
MOJYYMBIIUM JIOCTYIl K OIpeAeleHHON wuH(opManuy, TpeOoBaHHE HE IEepeaaBaTh TaKyIO
nHPOPMAIIHIO TPETHUM JIUIaM 0e3 coriacus ee 00JaiaTes.

[lepconanbHble JaHHbIE — TH00ast ”HPOPMALIKS, OTHOCSIIASACS K MPSMO MIIM KOCBEHHO
OTIpeIeJIEHHOMY WU OlpeiensseMoMy (pusnueckoMy ULy (CyObeKTy MepCOHaATbHBIX TaHHBIX).

[lonb3oBarens MH(GOPMALMOHHON CHUCTEMBbl NEPCOHAIBHBIX JaHHBIX — pPabOTHHK,
OCYLIECTBISIONIMIA  00pabOTKY MEpCOHAIBHBIX JaHHBIX B HH(POPMAIMOHHON cucTeme
HEPCOHABHBIX JIaHHBIX.

CpencTBo aHTUBUPYCHOM 3aIUThI — IPOTPAMMHOE CPEACTBO, peau3yroliee GyHKIUU
OoOHapyXeHHs] KOMIBIOTEPHBIX @porpaMM JuOO MHOH KOMIBIOTEpHOM HHpOpManuu,
NpeaHa3HAYeHHBIX I HECAaHKIIMOHUPOBAHHOTO YHUYTOKEHHUSI, OJIOKUPOBAHHS, MOIUPUKAIHIH,
KOIMPOBAHUS KOMITBIOTEPHOI HH(OPMAIIMK WX HEUTPATU3AIMH CPEJCTB 3aLUThI HHPOPMAIINH,
a TaK)Ke pearnpoBaHus Ha OOHapyXEHHE 3TUX NTPOrpaMM U HHPOPMALIKH.

CpenctBo 3amuThl MHGOpPMALMU — MpOrpaMMHOE OOECleyYeHue, MNPOrpaMMHO-
ammapaTHoe ~— oOecriedeHHe, — ammapaTHOe  oOecliedyeHWe, BEIIeCTBO WM  MaTepuall,
npeaHa3HaYeHHbIC WM UCTIONb3yeMbIE /IS 3aIIUThI HH(pOpMaIuy.

2. O0wmue moJI0KEHUS

Hacrosimass VHCTpyKIMsT MO OpraHu3alid pPE3epBUPOBAHMS U BOCCTAHOBJIICHHUS
pabOTOCTIOCOOHOCTH TEXHUYECKHUX CPEICTB M INPOrpaMMHOro obecredeHus, 0a3 JaHHBIX U
CpeICTB 3amuThl HHQOpMaIK B HHOOPMAITMOHHBIX CHCTEMaX MEPCOHAIBHBIX JaHHBIX MAJIOY
JACNell (mamee — WHCTpykuMs) yCTaHaBIMBAaeT OCHOBHBIE TpeOOBaHUS K OpraHu3alliu
PE3epPBHOTOKOMMPOBAHUS (BOCCTAHOBIICHUS ) IPOTPAaMM U JTaHHBIX, XpaHIIIUXCs B 0a3ax JaHHBIX
MH(POPMAIIMOHHBIX CUCTEM MepcoHabHbIX AaHHbIX (Hanee — UCITAn) MAZIOY JACNell (nanee
—YupexeHue), a TakKe K pe3epBUPOBAHHIO allllapaTHBIX CPEICTB.

Hacrosimas MucTpykius pa3paboTaHa C melbio:
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OTIpeNIeIeHUs] KaTeropuu MH(OpMAIUK, MoJyIekKalieil 00sS3aTeIbHOMY pPEe3epPBHOMY
KOIIMPOBAHUIO;

ONpEJAENICHUs]  MPOLEAYphl  PE3EpPBUPOBaHMS  JaHHBIX JJI1  MOCJEAYIOIIETO
BoccTaHoBNeHHs pabotocriocooHocTr MCII/IH mpy mOIHOM MM YaCTMYHON MOTepe
MH(pOpMalLUY, BbI3BAHHOM cOOSIMM MM OTKa3aMH allapaTHOro WIM MPOrpaMMHOIO
oOecrieueHHs, OIMMOKAMH TIOJIb30BaTeNiel, YPEe3BBIYAMHBIMUA OOCTOSITEIIHCTBAMHU
(To>kapoM, CTUXUHHBIMU O€JICTBUSAMH U T.J1.);

OTIpeNIeICHUsT TIOPSKa BOCCTAHOBJICHUS WH(POpPMAIMA B CIydae BO3HHUKHOBEHUS
TaKOM HEOOXOIUMOCTH;

yIOpsAJOYEHUs pabOThl M ONpPEENIEHUs] OTBETCTBEHHOCTH JIOJDKHOCTHBIX JIMIL,
CBSI3aHHOM C pe3epBHBIM KOIMPOBAHUEM U BOCCTAHOBJICHHEM MH(DOPMALIUH.
HevictBue Hactosimed MHCTpYKIIMM paclpoCTpaHsAETCs Ha BCEX IOJIb30BaTeNIed

NCTIIn Yupexnenus, a Tak’e Ha OCHOBHBIE CUCTEMbI 00eCIeYeHHsI HENPEPBHIBHOCTH pabOThI U

BOCCTaHOBJICHUS PECYPCOB IIPU BO3SHUKHOBCHUU aBAPUIHBIX CUTYallUil, B TOM YHUCIIE:

CHCTEMBI )KH3HE00eCIeueHHsI TEXHUYECKUX CPEJICTB;
CHCTEMBI 00ECTIeYeHUsI OTKa30yCTOHYHBOCTH;

CHCTEMBI PE3EPBHOIO KOMMMPOBAHUS U XPAHCHUS JAHHBIX;
[Tox pe3epBHBIM KOomMHMpOBaHHEM WH(GOPMAIMK MOHUMAETCS CO3/IaHUE M30BITOYHBIX

KONMI 3amuiiaeMoil MHPOpMalKMu B DJIEKTPOHHOM BHJIE i OBICTPOTO BOCCTAHOBIICHHS

pabotocrnocoonoctn MCIIJ/IH B ciydae BOSHUKHOBEHHsI aBapUHHOW CUTYaIlMH, TOBJIEKIICH 3a

co00i1 MOBpEXIEHUE WU YTPATy JaHHBIX.

KaTeropuit:

PCSCpBHOMy KOIIMPOBAHUIO MOJJICKUT I/IH(I)OpMaI_II/I}I CICAYOIINX OCHOBHBIX

uHpopmanus, odbpadbareiBaemas noib3oBarensimMu B UCII/IH, a Takke uHpopMmalus,
HeoOxonuMasi Juisi BoccTaHOBIeHUs: pabotocmnocoOHoctr MCII[IH, B T.4. cucrem
ynpaBieHus 6azamu gaHHbiX (nanee — CYBJ]) oOmiero monap30BaHust U CIIpaBOYHO-
MH(OPMALIMOHHBIX CUCTEM OOIIETO UCIIOIb30BAHNUS;

paboume KoMK YCTAaHOBOYHBIX KOMIIOHEHTOB MPOrPaMMHOI0 o0ecredeHus oOuiero
HA3HAYEHUS W CHEHUAIM3UPOBAHHOIO MPOTrPAMMHOIO 00ECIeYeHHUs] CEpBEPOB H
paboumnx CTaHIIHIA;

uH(popMalysi, HeoOXoauMas JJisi BOCCTAHOBJICHUSI CEPBEPOB M CUCTEM YIIPABIICHUS
6a3zamu ganubIX UCII/IH, moKaapHOM BRIYUCIUTEIHPHONU CETH, CHCTEMBI DJIEKTPOHHOTO
JTIOKYMEHTOO0O0pOTa;

perucTpanonHas HHPOpMaIUs CUCTEM 3alIUThl HHPOpMaINH;

npyras uHpopmanus MCII[{H, mo MHEHHIO TOJb30BaTENIe, aJIMUHHUCTPATOPOB
HCIIIH 1 OTBETCTBEHHOTO 3a OOecTevYeHne Oe30MacHOCTH MEePCOHATBHBIX JaHHBIX
(manee — IIdn) B MCII[dH, sBastomiascs KpUTUYHOM Juisi pabOTOCIOCOOHOCTH
NUCTIdn.

HaCTOﬂIHafl I/IHCTPYKIII/ISI ABJIACTCA AOOIMOJIHCHHUEM K HCfICTBYIOHIHM JIOKAJIbHBIM

HOPMATHUBHBIM aKTaM (BHYTPEHHUM JOKYMEHTaM) IO BompocaMm oOecreueHHs 0e3011acHOCTH

CBe,I[eHI/Iﬁ KOH(i)I/II[eHI_II/IaJ'IBHOFO XapaKTepa, B TOM YHCJIC U HI[H, 1 HEe UCKIIIOYaeT 00513aTEIBHOTO

BBITIOJTHEHUS UX TPeOOBaHUIA.

3. OOume TpeGoBaHUS K pe3ePBHOMY KONMPOBAHUIO
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B NHCcTpyKIMu pe3epBHOTO KOMMMPOBAHUS OMUCHIBAIOTCS JEHCTBUS TPU BHIMIOTHCHUH
CJIeIYIOIINUX MEPOTIPUSATHH:

—  Ppe3epBHOE KOMHMPOBAaHUE C YKAa3aHMEM KOHKPETHBIX PE3epBUPYEMBIX JaHHBIX U
anmnapaTHBIX CPEICTB (B CIydae HEOOXOANUMOCTH);

—  KOHTPOIIb PE3ePBHOTO KOMHPOBAHUS;

—  XpaHEHHEe PEe3ePBHBIX KOIHU;

—  TIOJHOE WJIXA YaCTUYHOE BOCCTAHOBJICHHE IaHHBIX.

ApXUBHOE KOIMPOBAaHUE pe3epBUPYyEeMOil MH(DOpPMAIHK TPOU3BOIUTCS MPHU TOMOIII
CHEIHAIM3UPOBAHHBIX POrPAaMMHO-AIMAPATHBIX CHCTEM pe3epBHOro KomupoBaHus. Cucrema
PE3EPBHOTO KOMMPOBAHHS JOJDKHA OOECIIEUUTh MPOU3BOIUTEILHOCTh, JOCTATOYHYIO JIJIS
coxpaHeHHs HH(GOpMAIMH, yKa3aHHOH B M. 2.5, B YCTaHOBJICHHBIE CPOKM W C 3aJaHHOM
MEPUOTUIHOCTBHIO.

TpeOGoBaHUs K TEXHUYECKOMY 00ECIIEYSHHIO CUCTEM PE3ePBHOTO KOTTMPOBAHMUS:

—  KOMIUIEKC B3aMMOCBSI3aHHBIX TEXHUYECKHX CPEJCTB Ha €IWHOM TEXHOJIOTMYECKOM
maTdopme, 00eCTICUHBAIONINX MPOIIECCHI cOOpa, mepeaavn, 00pabOTKU M XpaHCHUS
nH(popManuu;

— HUMeeT BO3MOXXHOCTh pacHIMpeHHUs (3aMeHbl) COCTaBa TEXHHUYECKHX CpEICTB,
BXOJAIIMX B KOMIUIEKC, JJIs YIYYLIEHUS HX OKCIUTyaTallHOHHO-TEXHUUYECKUX
XapaKTEePUCTHUK IO MEPe BO3pacTaHusi 00BeMOB 00pabaTeiBaeMol HH(pOpMAIIUU;

— o0ecrnieuynBaeT BBIMOJHCHHUE (YHKITUH, IEPEUNCIICHHBIX B 11. 3.1.

TpeboBaHus K MPOrpaMMHOMY 00€CIIEUEHUIO CHCTEM PE3EPBHOTO KOTUPOBAHHUS:

—  JHIIEH3MOHHOE CHCTEMHOE MPOTPaMMHOE 00ECTICUeHHE U MTPOrpaMMHOE 00ecTieueHIEe
PE3epBHOrO KOMMUPOBAHMUS,

— MporpaMMHOE O0ECIeYeHHE PE3EPBHOTO KOMUPOBAHHUS OOECIEUMBACT MPOCTOTY
rpolecca HHCTAJUISIIINK, KOHPUTYPUPOBAHUS M COIIPOBOKICHUSI.

XpaHeHHe OTJICIBHBIX MAarHUTHBIX HOCHTEJICH apXWBHBIX KOIHMI OpraHU3yeTcs B
OTAeNbHOM XpaHuiuie. PU3NUecKuil TOCTYI K apXUBHBIM KOITUSM CTPOT'O OTPAHUYEH.

JlocTy K HOCUTENSIM apXUBHBIX KOMUN HUMEIOT TOJBKO YIOJTHOMOYEHHbBIE pA0OOTHUKH,
KOTOpBhIE HECYT TEPCOHAIBHYI0 OTBETCTBEHHOCTh 33 COXPAHHOCTb AapXHUBHBIX KOMHHA H
HEBO3MOXHOCTh O3HAKOMJICHHUSI C HUIMHU JIUII, HE MMEIONINX HA TO TIOJTHOMOYHIA.

YHUUTOKECHHE OT/ICISAEMbIX MATHUTHBIX HOCUTEJICH apXUBHBIX KO POU3BOIUTCS
YCTaHOBJICHHBIM TIOPSAKOM B Cllydae MPHUX0Jla UX B HETOIHOCTh WM 3aMEHBI THUIIA HOCUTEIS C
00513aTEIbHBIM COCTaBJICHUEM aKTa 00 YHHUYTOKECHHUH.

4.  OTBeTCTBEHHOCTH 32 COCTOSIHNE PEe3ePBHOr0 KON POBAHHUS

OTBETCTBEHHOCTh 32 KOHTPOJb HAJl CBOEBPEMEHHBIM OCYILIECTBICHHEM PE3E€PBHOIO
KOIIMPOBAHUS W COOJIIOJIGHHEM COOTBETCTBYIOUIEH HHCTPYKIIMH, a Takke 3a BBIIOJTHEHHUEM
TpeOOBaHMI IO XPAHEHHMIO APXUBHBIX KOMHMHA M MPEJOTBPALICHHIO HECAHKIIMOHMPOBAHHOTO
JI0CTyIa K HUM BO3J1araeTcs Ha OTBETCTBEHHOTo0 3a obecnieueHue 6ezonacHoctu [1/1n B UCIT/IH u
agmuauctpaTopos UCTI/IH.

B ciydyae oOHapykeHHs TONBITOK HECAHKIIMOHUPOBAHHOTO JOCTYMAa K HOCHTEISIM
apxXMBHOM WH(pOpMAIMK, a TaKKe HHBIX HapYIICHUSIX HWHPOPMALMOHHOW O€30MacHOCTH,
MPOU3OLIEAIINX B IMPOIECCe PE3EPBHOTO KOMUPOBAHMSA, COOOIIACTCS OTBETCTBEHHOMY 32
obecnieuenune OezonacHoctu [I/ln B MCII/IH B TeueHue pabouero AHsS MHocie OOHApPYXKEHUS
YKa3aHHOTO COOBITHSI.
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5. IlepnoaAu4HOCTH pe3epPBHOI0 KONMPOBAHUS

Pe3epBHOE KONMpPOBAaHUE MPOrPAMMHOIO OOCCIICUCHHUS IPOU3BOAMTCS IPH €ro
MOJIYYEHHUH (€CITU 3TO IPEYCMOTPEHO WHCTPYKIIUEH 10 ero MPUMEHEHHIO M HE MPOTHBOPECUUT
YCIIOBHUSIM €0 PacIpOCTPaHEHUS ), a TAKXKE NP €r0 OOHOBICHUH U TTOJTyYCHUH UCTIPABIICHHBIX U
OOHOBJICHHBIX BEpCHil.

PesepBHOE KomHpoBaHUe HH(POPMAIIHH JETaeTCA He TIO3THEeE YeM Yepe3 CYTKH MOCIIe
e¢ U3MEHECHHS, HO HE PeXe OJHOI0 pa3a B MECHIL.

Nudopmanus, comepkamasici B IOCTOSHHO H3MEHSICMBIX 0a3ax JJIaHHBIX,
COXpPAaHSIETCS B COOTBETCTBUU CO CIIECIYIOIINUM I'pauKoM:

—  ©XKETHEBHO IMPOBOJUTCS KOMMPOBAHHE U3MEHEHHOW U JOMOJIHEHHOW WH(pOpMAIIUU

(HOCHTENH C eXKEeTHEBHOW MH(OPMAIIUEH TOKHBI XPAHUTHCS B TCUCHUE HEJICIN);

—  ©KCHEJEJBHO MPOBOJIHUTCS PE3EPBHOE KOMMMPOBAHKUE BCEH 0a3bl JAHHBIX (HOCHTEIH C
€XKCHEICTPHBIMU KOTTUSAMH XPAHATCS B TCUCHHE MECSIIA);
—  ©KEMEeCSYHO MPOM3BOJMTCS PE3CPBHOC KOMHMPOBAHHE Ha CICIHAIBHO BBIICICHHBIN

HOCHTEJIb JUTUTSIILHOTO XPAHCHUS, HH(POPMAIUS Ha KOTOPOM XPAHHUTCS TTOCTOSHHO.

He pexe ogHOro pasza B roJi Ha HOCHUTENH JUIUTEIHHOTO XPAHEHUS 3aIHCHIBACTCS
uHpopManus, HE OTHOCAMASCS K TIOCTOSHHO W3MEHsIeMbIM 0a3aM JaHHBIX (IIPHUKA3bI,
pactopsiKeHMsI, OTKPBIThIC U3/IaHUS U T.1.).

6. BoccraHnoBjieHue uHGOPMAUM U3 Pe3ePBHBIX KOMUii

B cinyuae HEoOXOIMMOCTH, BOCCTAaHOBJIEHHE [JaHHBIX M3 PE3EPBHBIX KOMUMN
IIPOU3BOJUTCS] OTBETCTBEHHBIMU PaOOTHUKAMHU.

BoccTaHoBneHue NaHHBIX U3 PE3EPBHBIX KOMMH IMPOUCXOAUT B CIydae €€ YTpaThbl
(pa3MarHMYMBaHUS HOCUTENS) WM HapyLIEHUs BCIIEICTBUE HECAHKLIMOHUPOBAHHOI'O JIOCTYyIA B
CHCTEMY, BO3JCHCTBHS BHPYCOB, IPOTPAMMHBIX OIIMOOK, OMMOOK paOOTHHKOB M amapaTHBIX
coOoes.

BoccranoBneHre CHCTEMHOTO MPOrPaMMHOIO O0€CHedeHUs: W MPOrpaMMHOTO
obecrieueHMs OOLIEr0 Ha3HAYEHMs IPOU3BOJAUTCS C MX HOCUTENEH B COOTBETCTBHU C
MHCTPYKLIUSAMU IPOU3BOIUTEIIS.

Boccranosnenue CIIELHATIM3UPOBAHHOT O IIPOTPaMMHOI0 obecrnieyeHus
MIPOU3BOJIUTCS C TUCTPUOYTUBHBIX HOCHUTENEH WM WX PE3EPBHBIX KOMHUHA B COOTBETCTBUH C
MHCTPYKLHUSAMU 110 YCTAHOBKE MJIM BOCCTAHOBJICHUIO IAaHHOTO POTPAaMMHOT'0 00eCTIeYeHusl.

Boccranosnenue nHpopManuy, He OTHOCSILEHCS K MOCTOSIHHO M3MEHseMbIM 0a3zam
JAHHBIX, ITPOU3BOJAUTCS C PE3EpBHBIX HOocUTesneu. [Ipu 3TOM HCHONIB3yeTCs MOCIENHSS KOIUS
MH(}OpPMALINH.

IIpy yacTMYHOM HapylmIEeHUM WM YTpaTe 3amuced 0a3 JAaHHBIX BOCCTaHOBJIECHUE
MIPOU3BOJIUTCS C TOCJEAHEH HEeHapylIeHHOH exeaHeBHOM komuu. [losHOCThIO MH(pOpMaIUs
BOCCTAHABIIMBAETCSA C IOCIEAHEW €KEHENEIbHOW KOIMHU, KOTOpas 3aTeM JOIOJIHAETCS
€KECIHEBHBIMH YaCTUYHBIMH PE3EPBHBIMH KOIUSMHU.

7. CpOK JeHCTBUS H MOPAAOK BHECCHUSA H3MEeHEeHM it

Hacrosmas MHCTpyKIMs BCTylaeT B CHIIy C MOMEHTA €€ YTBEPKIACHUS U JEHCTBYET
OeccpouHo.

Hacrosmas UHCTpyKIKs MOANICKHUT IEPECMOTPY HE PExkKe OJTHOTO pasza B TpU
roja.

W3meHeHuss W JONOJHEHHs B HACTOAILYK VMHCTpYKIHMIO BHOCATCA IPUKA30M
Jupekropa YupexaeHus.
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[punoxenne 5
k mpukazy MAJZIOY ICNell
OT «___ » 2023 1. Ne

MOPSIJIOK
oﬁpamemm CO CbEMHBIMHU MAIMHHBIMUA HOCUTEJISAMU IIEPCOHAIBbHBIX TAHHBIX
B MAJIOY JICNe11

1. Tepmunsl n onpenejieHus1

I/IH(l)OpMaL[I/IOHHaH CUCTEMAa NCPCOHAJIBHBIX JAaHHBIX — COBOKYIHOCTH COACPIKAIIUXCS B
0a3ax JaHHBIX MMEPCOHATBHBIX JAaHHBIX U OOECMEUYMBAIOIIUX UX 00pabOTKYy MH(POPMAIIMOHHBIX
TEXHOJIOTHI U TEXHHYECKUX CPEJICTB;

CpeMHBII MAIIWHHBIA HOCUTEID NEPCOHATIBHBIX HOAaHHBIX — CMEHHBIA HOCUTEIE
NEPCOHAJIBHBIX JaHHBIX, HpeIIHaSHa‘-IeHHI)Iﬁ JJIA 3allMCU U CYUTBIBAHUA TIIEPCOHATIbHBIX JAaHHBIX,
MPEICTaBICHHBIX B CTAHIAPTHBIX KOAAX;

O6paboTka MEePCOHANBHBIX JaHHBIX — JIO0O0E NelcTBHE (Omepainusi) Wil COBOKYITHOCTh
JnercTBUi (Orepannii), COBEPIIAeMbIX C HCIOJIb30BAaHUEM CPEICTB aBTOMATH3allud Win 0e3
HUCIIOJIb30BAHHUA TaKUX CpEACTB C IMCPCOHAJTBHBIMHU JaHHBIMH, BKJIIOYasd C60p, 3aII1Ch,
CUCTeMAaTH3AIINI0, HAKOIUICHUE, XpaHeHHe, YTOUHeHne (0OOHOBJICHHE, U3MEHEHHE), U3BIICUCHHE,
WCIIONIb30BaHue, TMepenady (pacrnpocTpaHeHHe, MPEeAOCTaBICHHEe, IOCTyI), 00e3InYrBaHUE,
OJIOKMpOBaHKE, YAaJICHHE, YHUUTOKCHHUE ITEPCOHATBHBIX TaHHBIX;

[lepconanbhpie gaHHBIE — JI00as MH(POPMAIUS, OTHOCSIIA’ICSA K MPSAMO WU KOCBEHHO
OTIpEICIIEHHOMY HJIU OofpenesieMoMy (pu3ndeckomy JTUIly (CyObEKTY IEpPCOHANBHBIX JTAaHHBIX ),

CpenctBo 3ammThl HHGOPMAIIUK — IPOTPaMMHOE 0OecIiedeHre, MPOrpaMMHO-aNNapaTHOE
oOecricucHHe, ammapaTHoe OOeCIeueHHe, BEIISCTBO WJIM MaTepuall, NpPEAHA3HAYCHHOE WIIH
WCTIOJIB3yeMOe ISl 3alIUThl HHPOPMAIINH.

2. OOuue moIoKeHus

Hacrosimuit  Tlopsmok oOpamieHuss cO CHhEMHBIMH MAIIMHHBIMH ~ HOCHUTEIISIMU
nepcoHanbHbIX AaHHBIX B MAJIOY JIC11 (nanee — Ilopsinok), pa3paboTaH B COOTBETCTBHHU C
3akoHojaTeNnbCcTBOM Poccuiickoit dexepaunu 0 mnepcoHalbHBIX OaHHbIX (nanee — II/IH) u
HOPMAaTUBHO-METOANUYECKUMH JJOKYMEHTAMHU (peIepalIbHbIX OPIaHOB UCIIOJHUTEIBHON BIACTH 110
Bonpocam 6e3onacHoctu [1/1H npu ux 06paboTke B MHPOPMALIMOHHBIX CUCTEMAX MEPCOHATbHBIX
nanHbIx (nanee — UCII/H).

Hacrosmuin [opsanok onpeneinser:
— IpaBwia oOpamieHusi co ChbeMHbBIMH MAIIMHHBIMH HOCUTENIIMUA MH(QOPMALIUHU, B TOM
yucne u [1/In (nanee — CMHUN);
— nopsaok opranuzanuu yuera CMHU;
— nopsaok yuuutoxenuss CMHU.

[lon CMHUM B mHacrosmem Ilopsinke mNOHMMAIOTCS CIEAYIOIIME HOCUTENIN

UHpOpMaIIIHU:
— onruyeckue aucku (CD, DVD) ogHOKpaTHO#M U MHOTOKPATHOM 3aIIHCH;
—  3JIEKTPOHHBIE HAKOMUTENIN HHPopMaMH ((PId1I-IaMsATh, ChEMHBIE KECTKUE TUCKN);
—  WHBIC HOCUTEIH HH(POPMALIHH.

BerpoeHHBIE B NOpTaTMBHBIE WJIM B CTAallMOHAapHbIE TEXHUYECKHE CpPEINCTBA
MaIllMHHBIE HOcHUTeNnu uHpopMaruu (KecTkue nucku) He oTHocsates k CMHU. Tlpum
WCIIONB30BAaHUH B COCTaBe OJHOTO TexHudeckoro cpeactBa MCII[IH ogHOTO MM HECKOJIBKHX
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BCTPOCHHBIX MAIIMHHBIX HOCHUTeNeH HH(pOpMAIMKU, KOHCTPYKTUBHO OOBEIWHEHHBIX B €IUHBIN
pecypc Ui XpaHeHus HHGOpPMaIK, TOMYyCKaeTCsl y4eT TEXHUYECKOr0 CPEe/ICTBA M BCTPOCHHBIX
MalIMHHBIX HOCUTENeW HMH(OpMalMKM KaK OJHO TEXHHYECKOE CPEICTBO. YUeT TEXHUYECKUX
cpeacts UCIIQn Benercs B rTexuuueckom nacropre UCTIIH.

TpeboBanust Hacrosimero I[lopsinka SIBISIOTCS 00S3aTEIBHBIMU JUJISI HCIIOJTHEHUS
BceMu pabotHukamMu MAJIOY JICNell (manee — VYupexaeHue), UCHOIB3YIOIIMMH B CBOEH
paboreCMHMU.

Bce pabotauku Yupexaenus, ucnonb3yromnme CMHU, 1omxHbI ObITh 03HAKOMIICHBI
¢ TpeboBanusiMu HacTosiiuM [lopsiAKoM o1 MOIHUCK.

Hacrosiumit  Ilopsnok dBisieTcss AOMOJHEHHMEM K JCHCTBYIOIIMM JIOKAJIbHBIM
HOPMAaTUBHBIM aKTaM (BHYTPEHHUM JOKyMEHTaM) IO BoIpocaM oOecredeHus O0e30macHOCTH
CBEJICHUI KOH(PUIESHIIMAIBHOTO XapakTepa, B ToM uncie u [1/{H, u He uckimodaer 00s3aTeIbHOTO
BBITIOJIHEHUSI KX TPEOOBaHUIA.

3. TIpaBuia o0paimieHusi O CheMHBIMH MAIIHHHBIMI HOCUTEJISIMH MEPCOHATBHBIX
JAHHBIX

Obpamenne co CMHU nomkHO OCYIIECTBISIETCS TaKUM 00pa3oM, YTOOBI
HCKJIIOYAIIUCh UX yTpaTa, Iop4ya U HECAHKIMOHUPOBAHHBIN JOCTYI K HUM ITOCTOPOHHUX JIULI.
[Ipu o6pamennn co CMHMU, BeIMONHSIOTCS Cclieytolue OCHOBHBIE IPaBUIa:

— CMHM yuuTsiBatoTCs U BBIAAIOTCS MO/ MOIHUCH;

— CMHH, cpok »kcrulyataiud KOTOPBIX HMCTEK, YHUYTOXKAKOTCS B YCTAHOBJICHHOM
MOPSIAKE;

— gua BeiHoca CMHUM 3a mpenenbl KOHTpPOJIMPYEMOW 30HBI, 3alpalldBAECTCS
CHeIHaJIbHOE pa3pellieHre y OTBETCTBEHHOI0 3a obecrnieueHue 6ezonacHoct [1/1H B
UCIIx (nanee — OTBETCTBEHHBIN), @ PaKkT BEIHOCA (PUKCHUPYETCS,

— 1paBo Ha nepeMemienne CMHU 3a npenenbl KOHTPOIUPYEMOM 30HBI, UMEIOT TOJIBKO
T€ JMLA, KOTOPhIM OHO HEOOXOAMMO MJi BBIIOJHEHUS CBOMX JOJIKHOCTHBIX
o0si3aHHOCTEH (PYHKIUM);

— Bce CMHMU nomxubl XpaHutes B ceiiax (MeTainyeckux mkagax), 000py10BaHHbIX
BHYTPEHHUMH 3aMKaMH C JByMs Wi Oonee AyOnuKaTamMy KIIO4ed U
[PUCTIOCOOJICHHBIMU UL  OINEYAThIBAHUS 3aMOYHBIX CKBAXKMH WIM KOJOBBIMU
3aMKaMH;

— nomyckaetcs xpanenue CMHU BHe ceiidoB (MeTammnueckux mkadoB) Mpu yCIOBUAX
yanatoxeHus (ctupanus) [1JIn u ocratounoit napopmanmu (MHGOpPMAITIH, KOTOPYIO
MO>KHO BOCCTAHOBUTbH IIOCJIE YJAJICHUS C IOMOIIBIO HEITATHBIX CPEJICTB U METOJIOB)
C HCIIONB30BAaHUEM CPEICTB CTHpAHHsS JaHHBIX M OCTaTOYHOW MHQOpManuu, Judo
€CIM Ha CbEeMHOM MamMHHOM Hocurene IIJ[H xpassrcs Ttonbko IIJIlH B
3amu(pOBaHHOM BHUJE C HCIOJIB30BAHUEM CPEACTB KPUNTOTpadUUYecKO 3alluThl
nH(popmaIuu.

CMHMU pomxkeH UCIOIB30BaThCS, HE 0oJiee CpOKa IKCIUTyaTallid, YCTAaHOBJICHHOTO
U3rOTOBUTENIEM MAaTEPUAIILHOTO HOCUTEIIS.

4, HOpﬂ}IOK XPaHCHUS A YUY€Ta CbEMHBIX MAIIMHHBIX HOcHTeJeil MEePCOHAJTBHBIX JAHHBIX

CMHU, n0mKHBI UMETh CHEeNHaTbHYI0 MapKUPOBKY. THII MapKUpOBKU BbIOMpaeTcs
OTBETCTBEHHBIM.
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Bce mHaxonsgmumecs Ha xpaHeHuH Uu B oOpamenunn CMHUM  yuuthiBaroTcs
OtBeTcTBeHHBIM B «OKypHase yuyeTra CbeMHBIX MAIIMHHBIX HOCUTENEH MMepCOHANbHBIX JAHHBIX B
MAJZIOY JACNel 1y, popma kotoporo ycranosieHa B [Ipunoxenuu 1 k Hactosmemy lopsaky.

B HepabGodee BpeMs W BpeMsl OTCYTCTBUS HEOOXOIUMOCTH Hcmoiib3oBaHus [1/[H
CMHMU nomxubl Xxpanutbes B xpanuwiuimax CMHU.

[lepeuens xpanunuuy ompenenserca B «OKypHane ydyera XpaHWIMIL HOCUTENEH
nepcoHaNIbHBIX JaHHBIX B MAJIOY JICNel 1.

INonw3oBarenu mis BeimonHeHUs padbot nmorxydator CMHU y OtBercrBenHoro. Ilpu
MOJIYYEHUHU JI€JAl0TCsl COOTBETCTBYIOIIME 3amucu B <«OKypHane ydera ChbeMHBIX MAIlMHHBIX
Hocurelei nepcoHanbHbIX TaHHBIX B MAJZIOY JICNel 1».

5. HOpﬂIlOK YHMUITOKCHHUSA CHbEMHDBIX MAIIMHHBIX HOCHTeJIel MNEePCOHAJIBHBIX TaHHBIX

Yuunutoxenue [1/IH mpon3BoAUTCS TOIBKO B CIAEAYIOLIUX CIyYasiX:

— oOpabateiBacmbie [I/lH mommekaT yYHUYTOKEHUIO JHOO OOE3IWYMBAHUIO 10
JTOCTHKCHHH 11eJIeld 00paOOTKH WIIH B CITydae yTpaThl HEOOXOAUMOCTH B IOCTHKCHUHT
3THUX LIeJIEH, €ClIi MHOE HE MPEyCMOTPEHO (pesiepanbHbIM 3aKOHOM;

— IIJIn sBnsitOTCA HE3aKOHHO MOJYYEHHBIMU WM HE SIBISIFOTCS HEOOXOAMMBIMU JJIS
3asBJICHHOM 11eTM 00padOTKH;

— B Ciy4yae BBIABJICHHS HempaBoMepHOWl o00pabotku II/IH, ecam obecnedyuTh
npaBoMepHOCTh 00paboTku [1/[H HeBO3MOXKHO;

— B CJy4ae JOCTWKeHus 1enu oopadorku [1/1H;

— B cayyae or3biBa cyoObekToM [1/[H cornacus Ha oOpaboTky ero I1/Ix u B citydae, eciu
coxpanenue [1/[n 6onee He TpeOyercs mis ueneit oopadorku [1/1H.

CMHMU, npumenmye B HETOAHOCTh WM OTCIYXHUBIIME YCTaHOBJIEHHBIN CpOK,
MO/JIEKAT YHUUYTOKEHUIO.
VYunuroxxenne CMHMU ocyiiecTBiasieTcs: KOMUCCHEN 10 YHUUTOKEHHUIO, HA3HAUEHHON
puKa3om Jlupekropa YupexacHus.
[Ipu yanuroxxennn CMHU HeoOxoaumo:

— ybenutbes B HeoOXoaumocTH yHuuToxkeHuss CMHU;

— yOeoutbcs B TOM, YTO YHHUTOXAaeTcsd TOJNbKO Ta MH(pOpMaIMs, KOTOopas
IIpeIHa3HaueHa ISl YHUUYTOXKECHHUS,

— yuuuroxuth CMHU mnoaxoxsmmM crmocoOoM, B COOTBETCTBHH C HACTOSIIUM
[lopsinkoM wunu cmocoOoM, YKa3aHHBIM B COOTBETCTBYIOIIEM TpeOOBaHUU WIIU
pacropsiANTEIBHOM JOKYMEHTE.

[Tpu yanutoxkxennn CMHU npuMeHsI0TCS ClIeyroIre CriocoObl:

— u3MelnbueHue B OymaropesarenbHOW (OymMaroyHWYTOXHUTENIbHOM) MalluHEe — JUIs
JIOKYMEHTOB, UCIIOJIHEHHBIX Ha Oymare;

— THIATEJIbHOE BbIMApblBaHWE (C NPOBEPKOM  TIIATEIBHOCTH  BbIMApbIBAHUS)
nH(poOpMalluY, NOJJIeKAIIe YHUUTOXKEHHIO — I COXpPaHEHHsS BO3MOXKHOCTHU
00pabOTKM MHBIX JAHHBIX, 3aUKCHPOBAHHBIX B JOKYMEHTE;

— U3MeJbUYEHHE B CIEUUAJIbHOW MYJIBTUPE3aTEIbHON (MYIbTHYHUUYTOXKHUTEIBHOMN)
MalHe Win (Gu3nyeckoe YHHUUYTOXKEHHE (pa3pylieHne) HocuTenel uHpopManuu —
m1gs CMHMU Ha onTHYeCKUX THCKaX;

—  (usnueckoe ynuuroxxenue yacrei CMHU — pa3pymienue iy cuibHas qeopmanus
— JUIs HOCHTeNeld WH(POpPMAalMK Ha >KECTKOM MAarHUTHOM JIHCKe (YHUYTOKEHHIO
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MoJIe)KaT BHYTPEHHUE IUCKH M MuUKpocxembl); SSD-muckax, USB- u Flash-

HOCHUTENSAX (YHUUYTOXKCHHIO IMOAJICHKAT MOAYIU M MHUKPOCXEMBI JOJITOBPEMEHHON

TaMsITH);

—  CTHpaHUE C IOMOIIBIO CPEJICTB TAPAHTUPOBAHHOTO YHHUTOKEHUS HHPOPMAITIH — TSI

3anmcei B 0a3ax JJAHHBIX U OT/ACIBHBIX JOKYMEHTOB Ha MAIlTMHHOM HOCHUTEIIE.

[To pesynmpraram yHuuroxenus CMHUM komuccuelr cocraBiseTcss «AKT
YHUUYTOXKEHUSI CHhEMHBIX MAIMHHBIX HOCHUTENEH IMEepPCOHANBHBIX TaHHBIX», (opma KOTOPOTO
ycraHoBieHa B [Ipunoxennu 2 x Hactosmemy [lopsaky.

6. OTBEeTCTBEHHOCTH

OTBETCTBEHHBIM 32 XpaHeHue, yueT u Beigauy CMHU, aBnsiercst OTBETCTBEHHBIN.

Bcee pabotHuku VYupexaenus, ucnonb3yomume CMHUM u OTBeTcTBEHHBI HECyT
OTBETCTBEHHOCTh 3a HEHAJJICKAIllee HCIIOTHCHHE WM HEUCIIOJIHEHHWE CBOUX OO0S3aHHOCTEH,
NpeayCMOTpEeHHBIX HactosumMm [lopsankom, B mpenenax, ONPEAENICHHBIX JIEWCTBYIOIIUM
3aKoHOIaTeNbcTBOM Poccuiickoit @enepanuu. 3a HecoO0IeHre TPEOOBaHMI 3aKOHOIaTEIbCTBA
Poccuiickoit ®@enepanuu  MpeaycMOTpEHAa TpakIaHCKas, YrojaoBHAas, aJMHHUCTpaTHUBHAS,
JTUCHUTITMHAPHAS OTBETCTBEHHOCTb.

7. Cpok aeiicTBMS U NOPSIAOK BHECEHUs M3MEHEHH

Hacrosumit [lopsiaok BCTymaer B CHIly ¢ MOMEHTa €ro yTBEPKIACHUS U JIEUCTBYET
OeccpoyHO.
Hacrosmuii TTopsaok moaie:xkuT mepecMoTpy He peske OJTHOTO pasa B 3 roja.
N3menenus u gonosiHeHus: B HactosAwmii [lopsaok BHOCATCS npukazoMm Jlupekropa
YupexneHus.
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